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List of Icons for TRESA modules

The following icons will be used in the text. These are intended as pointers for
actions the trainer or trainee should take while using the text.

Activity
e Indicates some sort of group activity, exercise, discussion,
g’ division into separate smaller groups, etc.

R Case study

Two types of case studies are indicated here:
k Case studies which are required (later text refers to the
case, and therefore the case study must be used).
These are indicated by an "R".

Case studies that are optional (trainers can use a similar
case study they might be more familiar with, as the
k same lessons are drawn).

Essential point
@ Main points that the trainees must remember from the
training.

Formal quote

Written or pictographic material that is a quote

> from some other source (e.g.: UN declaration, national law)
and cannot be changed or modified.

Bl

Outside reference
An arrow pointing to some outside source, for example,
another module.




Tag
L This indicates an element of the module that the trainer must
be careful to modify to fit the audience.

L: Linguistic usage. Where the text uses a particular

é C expression that might not translate well from one

language to another.

C: Cultural usage. Where the text uses examples from
one culture that might be misunderstood in another.

S: Social usage. Where a text is aimed at a particular
audience (example, parliament members) and must be
modified to fit another audience (example, military

people).

Take a break

Breathe some fresh air, relax, have a cup of coffee, ...

o
Technical device
Trainer must ensure the availability of some technical device:
a computer with presentation software, an OHP, a film
projector, puppets, ...

Tool

A film, a form or questionnaire, theatrical performance, etc.,
that accompany the module but are not part of it. Most are
downloadable from www.tresa-online.org

Trainer preparation required
The trainer must make some special preparation (prepare notes
or labels, assemble material, collate material for distribution).
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Trainer Preface

This training module is intended for NGO staff, journalists, government officials and
parliamentarians who have a general understanding of SALW issues, but who are
unfamiliar with the subject of transfer controls and what these regulations entail.

In particular, we feel that this module is very useful for training officials and legislators
who are considering the issue of transfer controls in their countries. The module in its
entirety — especially with the inclusion of the final simulation exercise — should provide
these participants with a good understanding of the pros and cons of various transfer
control options.

The main objective of this training module is therefore to familiarize trainees with the
basic elements and requirements for effective controls over all aspects of SALW
transfers. More specifically, this module provides:

An understanding of the key elements of transfer controls.

An overview of the main issues involved with various elements of transfer
controls.

General knowledge of the various considerations, criteria and guidelines for
assessing and authorizing legal SALW transfers.

After completing the module, trainees should be able to:
Identify the three main elements of transfer controls.
Understand the general guidelines and criteria involved in each.

Identify key challenges involved in transfer controls and general best practices.

Trainer preparation — 2 days

In order to deliver an effective and well-organized training session, some advance
preparation will be needed. As you read through this module, take note of the
‘preparation icon” we have included to identify those issues and exercises that may
require some advance work. For example, we recommend that you begin by reading
through this entire module, comparing it as you go with the corresponding trainee
manual. This will give you a sense of what the trainees will be provided, as well as
areas of the training where you will be required to add value. If you are new to the
topic, please make sure that you understand the underlying issues by reading some
of the recommended texts within the body of this module or in the bibliography.
Through ‘Trainer Note’ boxes on the left-hand side of the page, we also offer
additional information, guidelines and possible answers for discussion questions. Please
note that these are recommendations only and open to modification according to
your experience and the level of your trainee group. If you have alternative ideas or
methods for training a particular section as well, please feel free to explore them.

Remember: all the material presented in this module is to be used only as a
guideline for the substance and organization of your training.
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Please feel free to:
Change the sequence of the sections or sub-sections.

Add material or leave out certain parts.

We strongly advise that you do not rely too heavily on the written order and structure
of this module, as this might lead to a rather static training that can be counterproductive
to your goals. Instead, we encourage you to be as flexible and target-group oriented
as possible.

It is important that any examples you use in this module have some resonance with
trainees. When preparing to train participants from a particular country or region,
you may want to find the appropriate national legislation and other information on
transfer controls and/or an example of illicit trafficking that identifies how the arms
originated in the legal sphere.

Details on a number of other crucial issues, such as identifying SALW, the UN Programme
of Action and dealing with donors are dealt with in more depth in the following TRESA
modules: SALW Basics-Recognizing SALW and Ammunition (SB-R05); Recognizing
SALW and Ammunition (RSAQ5); Global and Regional Agreements on SALW Control
(GRAO5S). At the appropriate points in this module, you will be directed to these
modules for your information or further training. All modules are available online at
www.tresa-online.org.

In sum, we recommend that you set aside at least 1 day to review the above
material, and at least 1 day to prepare for your training session. Use this time to
adequately familiarize yourself with the issues at hand and to identify any questions
you may have — it is likely that trainees will also have these questions. If your own
research does not provide you with any answers, please feel free to contact the
TRESA team at www.tresa-online.org.

Structure of the training

As the trainer, you are free to choose how to deliver this module based on the
amount of time you have for training. The average time we recommend is 1 day;
however, this can be shortened to half a day or stretched out to 2 days. If you have
less time than this, we recommend that you leave out sections/examples or case
studies that you do not consider relevant for your country context.

For each exercise requiring group work, we have suggested the amount of time to
allocate for group discussion followed by group presentations. Please note that these
are guidelines only and will need to be adjusted according to your trainee group.

Using this module

Each section of this module should be considered independent of one another. This
means that, based on the level, interest and objectives of your trainee audience, all
of the sections do not need to be covered, delivered entirely or in the order presented.
At the end of each section, we offer short summaries that are not necessary for you
to include in your training, but rather may help to ensure that you've covered all the
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key points. In addition, we have included ample room in the trainee manuals for
them to take notes — encourage them to make use of this resource and to follow
your presentation along in their manuals. Trainee manuals are freely accessible online
at www.tresa-online.org.

Please also note that all module abbreviations deliberately state only the first three
letters (e.g. SB-D), as well the year in which the module was written (05), but not
whether it is the A (trainer), or B (Trainee) version, or e.g. 01 (is the first version of
this module, 02 the second, etc.). This is to emphasize that all our modules are
works in progress, and will be regularly updated and modified (01, 02, 03, 04, etc).

General training tips

The following provides some general suggestions on how to run an effective training
course. For a more detailed overview and additional ideas, we recommend that you
review TRESA's Train the Trainer Module (TtT06) available online at www.tresa-
online.org.

At the beginning of the training course, it is important for you to establish some
ground rules to be respected by everyone at all times. You might want to consider
posting the following rules at the front of the class for everyone to see':

Respect for time and punctuality.
Respect for the views of the others.

Mobile phones need to be switched off during training sessions. In case a
mobile phone does ring during class it should be handed over to you, the
trainer, until the end of the day.

No smoking during training sessions.
No sleeping during training sessions.

Trainees need to minimize movement when sessions are in progress.

Alternatively, you can establish the ground rules together as a group. This can be
treated as somewhat of a contract between all members of the course. On a
blackboard or large sheet of paper, ask trainees to share some of their behavioural
expectations and requests of one another and record them as you go along. Make
sure to add some of your own and, when you're done, post the ‘contract’ or ‘rules’
somewhere visible in the training room for the duration of the course.

Note: it is important to assure the trainees that everything they say will be treated
as confidential and will not be made reference to outside the course. The training
course should be a trustworthy environment and a safe haven, so invite the trainees
to trust your confidentiality and encourage them to speak openly.

As we recommend a number of discussions during the course of this module, we
suggest that you take the following points into consideration:
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Make sure that the discussions do not get too heated (quite often people
come to this discussion with a distinct ideological position), and that latitude is
given for everyone’s opinion.

Ensure that each and every individual has the opportunity to express his/her
views within the suggested timeframe of the exercises.

If there is prolonged silence after you raise a question to the trainees or
explain an exercise, it may be because your questions or instructions were not
clear. Ask the trainees if they understand their task and try to re-phrase your
questions/instructions in more simple terms.

Promote acceptance of differing opinions and an understanding that individuals
have different experiences in organizing or conceptualizing these sorts of
problems. This is particularly important in mixed groups (men and women,
people from different types of communities, people with different educational
backgrounds, etc).

Try to hold back individuals who, because of their personality or experience,
take over the discussion. You can, for instance, establish a ground rule that
no one speaks without raising their hand, and keep a mental count of
individuals that are very active to ensure that their voice is not the only one
heard.

Try to encourage shyer or quieter people to speak, not by putting them on the
spot, but rather by creating an informal and accepting environment in which
they can feel confident. Circulate often during group work activities to listen for
their contribution, and encourage them to later share this with the group if time
and the subject matter permit. It is likely that shyer participants will feel more
confident after having worked in smaller groups. Also, if groups are to present
their work several times, make a rule that the presenter for each group should
be a different person each time. That will encourage shyer participants to get
involved in the general discussion.

Note: in some societies, certain individuals or groups do not dare to speak in front of
their superiors, their elders or, often in the case of women, in front of men. If this is
the case in your training session, try to engage these individuals as much as possible
in your discussions. We would like you to keep gender and the trainees’ culture in
mind while doing the exercises, though these two issues are not always easy to
combine, especially in cultures where women have a certain status which is seen as
below that of men. Please make note of any difficulties that may arise as a result of
these issues and relay them to the TRESA team for consideration in future training
sessions.

We wish you the best of luck and success in using this manual for your training.

We welcome any feedback or comments you might have.
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Meet the Anteater, the TRESA mascot.

Much of the transfer of SALW occurs through what has
been called the “ant trade”: the small-scale, cross-border
smuggling and person to person transfer of SALW. Since
the Anteater only has an appetite for ants, it's no surprise
to see it as the TRESA mascot.

The Anteater will appear throughout this module to highlight important facts and help
draw your attention to some interesting points.
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Glossary?

Broker

Diversion

Dual-use Goods

End-use Guarantee

End-user Certificate

End User

Exporter

Exporting state

Illicit trade

Importer

Importing State

IHL

Loopholes

Primary Legislation

SALW Transfers

A third party acting as an intermediary arranging some or all
key aspects of the transfer including: sourcing of arms,
submission of documents for applications for authorisation,
arrangement of transport, arrangement of financial matters
(negotiating price, transferral of funds etc).

Movement of arms from legal to illicit sphere.

Goods that have both civilian and military uses i.e. not
complete weapons, but technologies that can be used to
produce weapons as well as non-military items.

End-use relates to the specific uses of the weapons. This
may specify whether the arms are for military or civilian
purposes, or may be more specific: for instance a
guarantee not to use weapons in an area of conflict.

A certificate stating who the end-user is. Should also include
a range of other information on the transfer.

The final possessor of the weapons.

The actual supplier, who may be an organization, individual,
or State.

The state from which the arms are exported, and which
authorises the export.

The trade in arms that breaks either international or national
laws of both the exporting or importing countries.

The actual importer. An individual, organization, or country.

The country into which the arms are imported, and which
authorizes the import.

International Humanitarian Law (IHL) is a set of rules that
place restrictions on the use of weapons and methods of
warfare. It aims to protect people who are not involved in
the fighting and to limit human suffering during times of war.

A way of bypassing or escaping a particular commitment or
obligation. This can result from ambiguity or an omission in
the wording.

Legal documents that outline basic elements and principles
of controls including the need for an export license.

Change in possession and usually ownership of SALW within
and across international boundaries. Involves two or more
actors.
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Secondary A set of regulations and procedures that provide guidance

Legislation on the criteria/guidelines applied, the goods and services
covered, and the roles and responsibilities of different
authorising bodies for authorizing exports.

Small arms and light Weapons that can be carried and operated by one person
weapons (SALW)  orasmall crew.

Tracing A process through which information on the origin and
diversion, among other things, of a particular weapon can
be obtained when it is found in circulation.

Transfer Control Includes export,transit and import controls.

Transfer Change in possession and usually ownership of SALW across
international boundaries. Involving two or more actors.

Transshipment Changing transport, including at ports, airports etc. This
may or may not involve the movement of goods through
the territory of a country.

Transit Movement of goods across and beyond the territory of a
country without a change in transport.

Transporter Company charged with the physical transportation of
weapons. A transfer may involve numerous transporters.

UN PoA The UN Programme of Action calling for international and
national action to control SALW.
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Trainer Note

Begin this session by asking trainees whether they can name the top SALW exporting
countries in the world. These countries are:3

United States

Italy

Brazil

Germany

Belgium

Russian Federation
China

Follow this discussion by asking whether trainees believe these top countries are also
the top SALW producers in the world. Write down the top producers to show them
the difference:*

United States
China

Russian Federation
Brazil

India

Israel

Pakistan

Singapore

Depending on the country or region of your training, ask trainees whether they
believe their own country(ies) is a producer, exporter and/or importer of SALW. This
information can be obtained from the Small Arms Survey annual yearbook.

Through this brief discussion, it is important to emphasize to trainees that any state
can be an exporter of SALW - a state does not have to produce SALW in
order to export it. Indeed a large amount of global exports of SALW are in surplus
weapons from state stocks — many of which were previously imported. Trainees
from many countries — particularly outside of Europe and North America — may
believe that their county is simply an importer of SALW based on the misunderstanding
that only producers of SALW can export these weapons.

While this seems like a relatively short introductory session, set aside at least a half
hour for this discussion.
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Section 1

What are SALW transfers and
transfer controls?

Objectives and Goals of Section 1:

To provide a basic introduction and overview of SALW transfers and its main
components.

To introduce key actors in SALW transfers.

To introduce the concept of diversion.

1. Introduction

Although a large number of states produce SALW and/or ammunition, few produce
all of the SALW they need. For example:

Almost all states have military forces and/or police forces that possess and use
SALW.

Many states also permit civilians to possess certain types of small arms,
namely for hunting and self-defence purposes.

Therefore, virtually all states participate in international SALW transfers as exporters
or importers, and often both.

2. What are SALW transfers?

The transfer of SALW is the changing of the possession and usually — but not
necessarily — the ownership of SALW.

Here we are concerned with the international legal transfer of SALW rather than the
domestic trade in SALW.

Most of the international trade in SALW is legal. While there is no internationally
accepted definition, it is commonly agreed that legal transfers are those that have
been authorized by both the exporting and the importing states. While international
concern is mainly framed around the “illicit” trade in SALW, legal or illegal transfers are
not necessarily separate or distinct processes.
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Trainer Note

All three areas of transfer controls are politically sensitive and have very little
transparency. Transparency on export controls is improving, but much of this relates
to the laws already in place and — in some cases — the criteria/guidelines applied.
There is less information on procedural aspects of decision making, the application of
criteria and the methods of assessment in a given country. There is significantly less
information on the nature of import and transit controls.

This may present a challenge to training participants from countries where information
on these areas is not readily available. For instance, civil society trainees drawn from
a particular country or region are likely to be particularly interested in the controls in
place in their countries. Since trainees may have considerable knowledge of their own
national regulations, they should be encouraged to share this. Ensure that you allow
enough time for such sharing and discussion to take place.

In other cases trainees may look to trainers to provide such information. You should
therefore attempt to locate all pertinent information. Possible sources include:

SIPRI’s export controls database (http://www.sipri.org/contents/expcon/
natxc_country_matrix.html).

NISAT’s Laws database (http://www.nisat.org).

Legislation submitted to the UN DDA (http://disarmament.un.org:8080/cab/
salw-legislation.htm).

National reports on implementation of the UN PoA — which may include brief
discussion and/or description of laws and procedures (http://
disarmament.un.org:8080/cab/salw-nationalreports.html).
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Box — Definitions

Transfer = the export and import of SALW from one party to another, whether it is
legal or not.

Legal transfer = a transfer that is authorized by both importing and exporting
states.

Transit states = states through which a shipment of weapons passes. This includes
docking at ports and transshipment (changing vessels) at ports and airports, as well
as movement overland through the territory of a state.

SALW transfers should be authorized by both exporting and importing states
whether or not these states are the actual suppliers, recipients, or entities responsible
for authorizing the transfer between supplier and recipient companies. Furthermore,
it is desirable that all transit states authorize any transit and/or transshipment
in their jurisdiction.

SALW Transfers include three primary components that will be examined in this
module.

Export
Import

Transit

It is important to note that most of the rules, procedures and challenges surrounding
the authorization of SALW transfers pertain equally to other conventional arms, dual
use goods and other military equipment.

While transfers refer to all weapons and military equipment, SALW transfers have
particularly acute challenges that are not usually associated with transfers of other
types of weapons. In particular:

SALW are often the primary weapons used in armed conflict.
SALW are more easily diverted to illicit recipients than other types of weapons.
SALW are harder to trace than other types of weapons.

SALW are exported by a greater number of states and commercial suppliers
(including those with very limited transfer control systems).

These challenges are further complicated by the fact that definitions of SALW are not
universal. While the working definition proposed by the UN Group of Experts on
SALW - report accessible at http://daccessdds.un.org/doc/UNDOC/GEN/N97/226/
20/PDF/N9722620.pdf?OpenElement — is useful for global discussions, the lack of a
universally agreed definition allows each country to apply domestic transfer controls
according to their own definition of what constitutes SALWThe first question to ask in
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Trainer Note
There are two key elements to this:
The goods and/or services being transferred; and

The types of activity within a transfer process that are being regulated.

Goods and services

Many suppliers of arms and other military goods have a “military list.” This is a list
of all the types of products that are covered by arms export control processes.
Different countries have different lists, though members of some regional agreements
or other supplier control groups (see below) have common military lists.

Arms transfer controls, and military lists, cover a wide range of things in a number of
different categories. In particular they may cover:

Arms.
Ammunition.
Parts and components of arms.

Services (including maintenance, some training and so forth).

Dual-use goods are often also controlled. Dual-use goods are those things that
have both military and civilian applications. They often relate to technologies that can
be used to develop weapons systems or civilian goods. They are a particular concern
for banned chemical weapons (chemicals for some chemical weapons agents and for
explosives are also regularly traded for fertilizer production), but are also a concern
for conventional arms.

Types of Activity
Most export and import controls regulate the movement of arms across borders.
Many control other aspects of SALW transfer processes too, including:

The point at which an authorization is required.
The point at which a deal is agreed.

The point at which the arms are about to leave the exporting state.

Perhaps more significantly, the range of activities that are controlled also varies. In
particular:

The brokering of a deal.
Agreements relating to the licensing of production in another country.

The contracting of transportation for arms shipments.

While the range of activities varies more significantly than the existence of basic
controls over the movement of arms across borders, it is no less important for
ensuring adequate controls over SALW transfers. This is discussed further in Section
4 of this module.
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The key variation in export and
import authorization procedures
occurs as a result of differing and
often artificial distinctions between
what constitutes military weapons
and civilian arms. The inclusion or
exclusion of ammunition is also a
reason for variation.

The first question to ask in any examination of laws, procedures and mechanisms of
transfer controls is what exactly is being controlled?

/ \

Goods an Services

Type of Activity

SALW transfers take many different forms. It is important to note that the processes
of transfer authorization may vary according to the type of the transfer. For example,
the procedures for government-to-government transfers may be different from those
applied to commercial suppliers and recipients (see Figure 1).

Figure 1: Authorized suppliers, recipients, and
intermediaries in legal SALW transfers

Suppliers Recipients
States: National production States:

Brokers

States: Surplus Transport Military,
Commercial Producers companies Police,
Military, Police etc. Paramilitary

Wholesalers Customs and border guards
Other authorised recipients:
Retail traders
Individuals
Collectors & Museums
Militia
Civil Defence Forces
Private security companies
Private military companies
This diagram relates only to the legal or authorized transfer of SALW and ammunition.

A wide range of actors may be suppliers and recipients of SALW transfers. This is far
wider for SALW than for any other type of weapons.
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Trainer Note (Exercise 1)

Either recreate or place Figure 1 on display in order to allow for the drawing of lines
between actors. You can then use it to describe different channels of supply. Answers
to the discussion question include:

1. Government to government sales;
2. Government to government grants;

3. Government negotiated or approved commercial sales to foreign governments
or other authorized recipients;

Brokers are positioned between suppliers and recipients. They act as intermediaries
arranging some or all aspects of often complicated arms deals. Brokers are very
important to SALW transfers. However, NOT ALL transfers involve brokers.

Remind trainees that all states may be exporters of SALW, not only those that
produce them. Many SALW transfers involve surplus weapons from national military
or police stocks.

Trainer Note

The key point to emphasize in this sub-section is that the illicit trade in SALW depends
upon the legal trade. It draws upon and exploits the weaknesses in transfer controls
to affect diversion. Thus, the control of the legal trade is essential to reducing the
illicit trade.

It is likely that some trainees will not understand the notion of a grey area here.
They will simply think that something is either legal or illegal. This should be explored
with hypothetical cases. For instance, cases where the exporting state goes through
all the required procedures and grants an export license, but the importing state does
not provide a clear statement of approval. The resulting transfer may not be clearly
illegal, but its authorization is questionable. The key point to emphasize is that grey
areas do exist and are important for diversion. At the same time, the concept
of a “grey market” is not used within transfer controls and is not crucial for understanding
this module.
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Exercise 1: Discussion

What are the main possible channels of SALW transfers?

-
While not within the scope of this module, .
SALW also move internationally through a
range of illicit channels, including
government grants to foreign insurgent
groups, black market trafficking, etc. SALW
are also traded domestically on both legal
and illicit markets — but these are subject

to different bodies of law than international
transfers.

3. Legal transfer controls and the illegal
trade in SALW

The illegal or “illicit” trade in SALW and ammunition is not the primary concern of this
module. However, it is a primary concern of many international initiatives on SALW,
especially with regard to their transfer.

The legal and illicit trades in SALW are closely linked. Indeed, it is often said that
almost all weapons in illicit hands originated in the legal sphere. The movement of
arms and ammunition from the authorized legal sphere into illicit circulation is referred
to as their diversion.

Diversion is @ major concern for transfer controls: both exporters and importers are
concerned about the risk of diversion of the arms being transferred. Diversion often
occurs during a transfer process or through other processes after a transfer has
taken place.

Box — The grey market

In addition to the fully authorized legal trade and the clearly illegal “black market”, you
will often hear reference to the “grey market.” The term “grey market” refers
to those transfers of arms that are neither clearly and completely legal, nor clearly
and completely illegal.

Because of loopholes in the law or inadequately followed procedures, it is possible for
arms transfers to fall into a grey area between legal and illegal. Many SALW transfers
involve several different stages: negotiating deals, purchasing parts from more than
one supplier, assembling a shipment, etc. In a grey market transfer, some of these
stages may be legal and authorized, but one or more may not be officially authorized.
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Trainer Note (Exercise 2)

This exercise is designed to show trainees the multitude of ways that diversion can
take place. Obviously, the more experienced and imaginative trainees can imagine a
number of ways to divert shipments. Criminals and potential diverters are likely to be
even more imaginative, so allow the trainees to come up with as many ideas as they
can, then provide discussion time to examine these possibilities.

Divide trainees into small groups of 3-5 participants. Allow them 15 minutes to
examine the possibilities against the attached map of Carana, and an additional 30
minutes to examine the various possibilities as a class.

Diversions can be documentary (faking documents to allow a diversion) or simple
physical theft. Trainees should become aware of different possibilities and thus of
the difficulties in instituting something like an arms trading regime.
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Exercise 2: Mock SALW transfer

In this exercise, you will try to simulate the possible ways in which a SALW shipment
could be transferred. The objective is to try to identify where the potential weaknesses
in the control system might emerge.

You are to organize a shipment of:

ITEM CURRENT LOCATION | OWNER ORIGINAL
MANUFACTURER

15,000 assault rifles Spain Spain Spain

200,000 rifle magazines | Germany Spain Germany

6,000 liters of gun-grade| Spain Spain Romania

lubricating oil*

* Lubricating-grade oil is sued for guns as well as for sewing machines.

You are to organize a shipment of the above items from Spain (the exporting state)
to Sumora, a landlocked country whose sole airport is undergoing repairs. All major
shipments to Sumora must come overland by train through Carana or one of its
neighbors (see map below).

1. What arrangements should be made to ensure that the shipment could
proceed legally?

2. What are the weak points where either physical or documentary diversion
might take place?
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Summary of Section 1

SALW transfer controls aim to prevent diversion and other undesirable arms
transfers.

Transfer controls have three main components: export, transit and import
controls.

These controls consist of laws and procedures and tend to apply criteria or
guidelines to applications for transfer authorization.

Unfortunately, these criteria vary considerably from country to country, which
poses many challenges. Best practices, however, are emerging in this area.
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Section 2

Export controls

Objectives and Goals of Section 2:
To provide participants with knowledge of key aspects of export controls.

To provide a basic understanding of laws, institutions and procedures required
for effective export control.

To provide an understanding of the range of guidelines and criteria applied
during export control procedures.

1. Introduction

Broadly speaking, export control systems commonly include the following elements:
Laws.
Executive procedures.
Guidelines and standards applied in those procedures.
Lists of controlled goods to which the procedures are applied.

Verification and post-delivery controls.
They may also include a list of proscribed destinations.

These elements combine to form two key components of export controls that will be
discussed in this section. These include:

1) Laws, Institutions and Procedures:
What types of laws cover SALW transfers?
Which government department(s) makes assessments/give authorizations?
What types of authorization exist?

End-user and end use guarantees and verification.

2) Guidelines/Criteria for transfers:
What criteria are applied?
How are they applied?

What best practices/common guidelines exist?
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Trainer Note

You may want to check the regulations and the procedures of the country you are
training in, in order to illustrate this point. The easiest source of information for this is
SIPRI's export controls summaries which include basic information on consultation
procedures in different states. See http://www.sipri.org/contents/expcon/
natxc_country_matrix.html.
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Remember: all forms of SALW transfer controls are created and applied at
the national level. Export controls are therefore national controls
established and enforced by the national government.

2. Laws, institutions and procedures

Recent research suggests that at least 107 states have laws and/or procedures
relating to the export of arms.> However, many of these are rudimentary and
outdated. Although any state can be an exporter of SALW, it is important to note
that not all states have sophisticated systems of export authorization. While most
major exporting states have systems for the processing and assessment of applications
for arms export authorizations, others merely have outdated laws requiring presidential
(or other) approval with no associated systems, procedures, guidelines, or other
relevant legal and administrative controls.

)

A system of export authorization indludes
relevant laws for control, sets of procedures to
check and authorize transfers, and institutions —
enforcement agencies, deciding bodlies, courts —
to ensure laws and procedures are adhered to.

The legal foundations for export controls are often laid in “primary legislation”
which outlines basic elements and principles of controls including the need for an
export license.

The details of export controls is often contained in “secondary legislation” — a set
of regulations and procedures that provide guidance on the criteria/guidelines applied,
the goods and services covered, the roles and responsibilities of different authorizing
bodies. Secondary legislation for authorizing exports is more flexible than primary
legislation, as it does not need to go through a full legislative process. As will be seen
below, the strength of an export control system lies in the details of things often
defined in secondary legislation.

There is a great deal of variation between countries. Even within a country, there
may be significant variation in all three areas of transfer controls according to the
type of transfer being made (commercial sales, government to government sale and
military assistance).
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2.1 Question and answer on laws, institutions and
procedures

Q: Where to look?

A: Most export controls that include any kind of system of procedures for authorization
tend to be contained in specific arms laws, or arms and strategic exports laws. More
rudimentary controls — stating an absolute prohibition on transfers, or establishing
that an authorization must be provided (with no further detail elaborated) or affirming
a legal right to control with no actual controls established — may be contained within
clauses of broader penal codes.

Q: What is covered?

A: Among those states with relatively sophisticated systems, the procedures, institutions
and guidelines for the authorization of arms exports vary considerably between states.
In particular, (a) the types of transfers covered and (b) the types of weapons
covered vary.

In some cases, government-to-government transfers are not covered by the
same procedures as authorizations for exports given to commercial suppliers. In
cases of military aid between governments, the procedures and systems for transfers
are often distinct from those transfers governed primarily by export control legislation.

While exports of most types of weapons, including small arms, are all governed by
the same laws, in some cases, transfers of certain types of firearms — notably those
defined as ‘civilian use’ — are covered by different systems of export control. In
many European states there are different laws for military weapons and civilian arms.
In Italy, for example, authorizations for transfers of military weapons, including military
SALW, are given by the Ministry of Foreign Affairs in consultation with others and are
assessed against a range of criteria including those in the EU Code of Conduct.
However, exports of “common” (civilian) firearms fall under a separate law and are
authorized through a different system by the Ministry of Interior — and it is unclear
what standards are applied in these transactions.

Q: Which government department(s) makes assessments and provides
authorizations?

A: Usually, one ministry provides the authorization, but the assessment of applications
may be done by several ministries in consultation — judging the application against
sets of criteria within their competence. This commonly involves foreign ministries,
ministries of defence, ministries of trade, offices of the president, and in some cases,
ministries/departments related to international development.

There may also be parliamentary/congressional oversight of some large contracts.
However, this is not always the case. For instance, some exports from the USA
require congressional approval (those of a value over US$14million depending on the
goods and destination), while others do not. By contrast, there is no procedure for
parliamentary oversight or decision making in arms export authorizations in the UK.
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Trainer Note — Optional quick exercise: EUC
verification

Distribute a copy of a genuine EUC and a false EUC (give one of each to the trainees
and ask them to decide which is real and which is false). Some trainees may claim
that this is not a fair exercise since they have no training in recognizing whether an
EUC is genuine or not. If so, reinforce the message that because there is no standard
format for EUCs — including no easily verifiable form of authentication — officials
looking at an EUC face the same challenge in assessing authenticity. Encourage
them to take a guess either way and explain what, if anything, their guess was based
on.

Genuine:

Templates for genuine EUCs are available on several government websites. For
instance, for the USA a “nontransfer and use certificate” is used: http://
www.pmdtc.org/docs/dsp83.pdf.

False:

A false EUC purporting to be from Guinea, but actually used to obtain arms for the
embargoed government of Liberia in 2002 is appended to the 2003 report of the UN
Panel of Experts on Sanctions in Liberia (S/2003/498 of April 2003 available at http:/
/www.un.org/Docs/sc/committees/Liberia2/LiberiaSelEng.htm). Similarly, http://
www.pbs.org/frontlineworld/stories/sierraleone/enduser.html has an EUC reportedly
issued by the Jordanian government that was used to facilitate an illicit transfer to
Iraq in the 1980s.

Keep in mind any national or regional sensitivities in choosing the above examples of
EUCs.

For training in Europe, you should look at the following website which contains useful
information (albeit from 1998) on the EUC requirements (as well as retransfer notification
requirements and transit/transshipment licensing) of EU states. http://www.sipri.org/
contents/expcon/coarm.html.
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Q: What are the stages of the authorization process?
A: Taking the case of an export from a commercial producer/supplier to a foreign
commercial actor, the stages often include:

1) Negotiation of contract between supplier and recipient.

2) Supplier submits details of the proposed transfer to the appropriate
government body, along with required documentation proving import
authorization (an End-User certificate and/or other similar document).

3) Appropriate government departments assess applications for arms export
authorizations according to particular guidelines/criteria (see below).

4) Authorization is given or declined.

5) On the basis of authorization, the transfer is permitted to proceed within a
given timeframe (which may not be immediate).

Q: Are there different types of authorization?

A: Many arms transfers are authorized on a case-by-case basis. This means that
each arms transfer of a specific humber of a particular weapon, ammunition, or
other military goods and services is separately and explicitly authorized. The
authorization usually relates to the deal for 10,000 rifles, for example, even if they
are eventually delivered in multiple shipments, for instance in two deliveries of
5,000 rifles, six months apart.

Some exporting states, such as the UK, also give open export licenses of a fixed
duration. These authorize a particular supplier to transfer a given recipient any
number of items over a fixed period without requiring further authorization of each
specific transfer.

As noted above, different authorizations are often applied to transfers that are
directly between states. For example, states are exempt from authorization processes
when they are the suppliers of arms to another state. This is particularly the case
with the provision of military aid, though again, this varies from country to country.

2.2 End-user certificates and other documentation

A range of official documents may form part of an arms transfer process, including
purchase orders, bills of lading for transportation, and other similar documents
that are a feature of all international trade. More significantly, however, some forms
of official documentation relate to arms export systems alone. In particular, end-
user certificates are key.

End-User Certificates (EUC) are documents provided by the importing state to
the exporting state providing assurance that the arms being transferred are authorized
for import and providing a guarantee that they will not be retransferred (unless
otherwise specified on the EUC).
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There are no standardized formats for these certificates. As such, EUCs are
easily forged. Forged EUCs are often used to facilitate arms transfers that breach
UN arms embargoes. In many cases, forged EUCs are copies of apparently genuine
certificates. For instance, Togolese EUCs that were provided to facilitate arms transfers
to UNITA in Angola, which was under a UN arms embargo at the time, included one
genuine but fraudulently issued certificate and numerous forgeries based upon it. All
together, 18 forged versions facilitated arms transfers from Bulgaria and 2 more
facilitated transfers from Romania.®

Some export control systems only require EUCs in specific circumstances such as
transfers of particular types of weapons or recipients.

Within transfer processes, often there is no verification of either end-user certificates
or other documentation, as well as no verification of delivery. Furthermore, after a
transfer has taken place there is often no real monitoring of end-use and end-user
guarantees — such long term monitoring would provide invaluable information on a
particular country’s record of compliance with EUCs.

In those cases where EUCs are verified, this often occurs through embassies or
consulates of the exporting stating in the importing state.

Ideally, an EUC should contain significant amounts of information, including:
A verifiable signature of an appropriate official of the importing state.

Precise details of all weapons being transferred (including serial numbers
and other markings to facilitate tracing).

Information on all brokers, transport companies and other actors
involved in the transfer.

Information on the routing of the shipments.

Box — End-user certificates and the UN Programme of
Action (PoA)

In the UN Programme of Action on Small Arms, states agreed to refrain from
retransfering imported SALW without making an effort to notify the original exporting
state. The retransfer of weapons is a key issue in transfer controls and is one of the
reasons why all states can be SALW exporters. While the subject of retransfer is
usually a condition of the original export contract, as well as in EUCs, it often appears
to be ignored.
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Trainer Note

Before describing what criteria are often used in export authorizations, you may
first want to ask trainees what criteria they think should be used. Many
trainees will already have some idea of some of the concerns related to arms transfers
(i.e. risk of being used for violence or war, human rights abuses, etc.), though they
may not know that such concerns are already covered. Raising this question first will
allow you to point out which and in what way certain criteria address the concerns
raised or not. If you have more time, you may want to take trainees through the list
of criteria more thoroughly.

Trainer Note

This list is paraphrased and not derived from any single list of guidelines. It is far
from comprehensive, but includes many common criteria including those contained in
the EU Code of Conduct. They are framed in a simplified way in this list, in part to
help tackle the issues raised in the sensitivity note below. In some settings you may
want to use an official list such as those in the Wassenaar Arrangement, or the EU
Code of Conduct. More information on the latter can be obtained from the TRESA
module on Global and Regional Agreements on SALW control (GRAQ6).

Please note that export control criteria are often highly sensitive. Many
countries see themselves primarily as importers. There is often resistance to discussion
of criteria among some of these governments. In particular, export controls often
involve an assessment of whether the importing state has a legitimate security need
for the weapons/equipment concerned.

The issue of legitimacy is an especially sensitive one, and some trainees may argue
that we have no business in assessing the legitimate security needs of another
country or imposing on their sovereign right to of defense. If such arguments arise,
we recommend that you acknowledge the controversial nature of many of these
criteria, and that, while they are intended to enhance reasonable controls over arms
transfers, they can be perceived as being subjective, arbitrarily applied and politically
motivated. In relation to this, it is important to emphasize the following:

Export controls are not designed to discriminate against a particular state, but
rather to ensure that all transfers are responsible and controlled.

Such export controls are of benefit to the population of most countries.

The assessment of legitimate security needs often informs an assessment of
the risk of diversion, and the risk that a transfer will contribute to regional
insecurity and conflict.

Thus, for instance, a failure to make such an assessment might lead to inappropriate
transfers to a neighbouring state where the weapons may be diverted to rebel,
terrorist, or criminal groups that threaten the security of the state expressing concern.

Such assessments are not made arbitrarily, but rather are part of a broader assessment
in which complex issues are weighed against one another. Try to emphasize this
balance and complexity. The simulation in section 6 of this module is also designed to
draw this out.
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3. Guidelines and criteria for export
authorizations

The criteria and guidelines applied in an export authorization process are at the heart
of an export control system. They embody the standards being applied. Guidelines
and criteria against which applications for arms export authorizations are judged vary
widely. Broadly speaking, issues covered by these criteria cover three main areas:
international law and standards, issues of regional and local stability and security, and
issues relating to economics and development. They have included:

The consistency of the transfer with the exporting state’s obligations under
international law (including multilateral arms embargoes) and in many cases, its
political commitments (such as commitments within the Wassenaar
Arrangement).

The respect for international law of the importing state (this may include
specific reference to support for terrorism, respect for international
humanitarian law and so forth.

The human rights standards of the importing state, in particular the risk that
the arms will be used by the recipient state in gross human rights abuses.

The risk that the arms will be diverted or retransferred (particularly to terrorist
groups or conflict zones).

The legitimate security needs of the importing state.
The national security of the exporting state.
The possible impact of the transfer on regional security.

Whether or not the importing state is involved in armed conflict, and how the
proposed transfer may affect that conflict.

The ability of the importing state to pay for the weapons being transferred.

The possible impact of the arms transfer on the sustainable development of
the importing state.
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Trainer Note (Exercise 1)

After going through the general list of criteria above, divide trainees into two groups
and assign them as either ‘against’ or ‘in favour’. Each side should select a spokesperson
and allow them 5 minutes to prepare their arguments as a group, followed by 5-
minute presentations of their viewpoints. Each group will then have another 5 minutes
for rebuttal (presenting counter-arguments to those raised by the other side). It is
up to you whether you allow another round of rebuttal after this.

Follow this exercise with a summary and discussion of the arguments raised, particularly
those that proved most contentious.
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Exercise 1: Argument and rebuttal

Divide into two groups. One group will have to argue against the control of arms
transfers, while the other group will argue in favour of arms transfers controlled by
international agreements, as well as suggest what types of agreements these should
be and how they should be enforced. Each group will be given 5 minutes to prepare,
and 5 minutes to present their arguments in turn. Each side will then have another 5
minutes for rebuttal (presenting counter-arguments to those raised by the other
side).

The assessment of transfers against these criteria varies enormously. In particular,
there is a lot of variation in:

A. The number of criteria used.

Some states may only assess applications on the basis of criteria of national security
and an ability to pay for the weapons. Others are more rigorous and assess applications
against a more sophisticated set of criteria dealing with a wide range of potential
negative impacts of the arms transfer.

B. The significance attached to each criterion.

In the decision-making process, significance of the criteria also varies. Some factors
may be seen as factors to take into account in the decision, whereas others may
lead to a presumption of denial. This varies between countries.

©C>
A "presumption of denial" means that special -

circumstances would have to be cited by
those seeking a license to export, otherwise
the proposal would automatically be denied.

Assessments of each criterion feed into the overall decision-making process. However,
when a criteria is seen by the government as requiring a presumption of denial it
means that regardless of any other factor in favour of the transfer, the transfer
should not take place. For instance, there should be a presumption of denial for any
arms transfer that breaks a UN arms embargo. When a criterion is seen as a factor
to take into account, it becomes part of the overall balance of assessments and
does not “trump” all other criteria. A decision to grant or deny authorization must
therefore balance competing assessments and pressures.

C. The manner in which each criteria is assessed.

Criteria are usually framed around broad categories of the implications of a particular
transfer for a given issue (human rights, sustainable development, etc). In order to
adequately assess this, a range of more detailed questions need to be asked and
information gathered. The amount of effort, depth, and rigour invested in this
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Trainer Note (Exercise 2)

Divide the class into groups of 5-6 participants, or try to do this exercise as a class if
your group is small enough. Allow participants approximately 20 minutes to come up
with as much criteria as possible and another 10-15 minutes for presentations. Ask
trainees to justify why they included particular criteria and discuss the possible impact
of these criteria (opposition, challenges, etc.) as a class.
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process lies at the heart of how robust a guideline is. Often, very little is known about
how this precise assessment takes place because governments do not make this
information public. What is known is that the precise methodologies for assessments
(in terms of information used, questions asked, and processes for assessment)
varies between governments and even within governments. Thus, the presence of
a particular criterion or guideline does not guarantee that a decision to export will not
have a negative effect. There is considerable room for interpretation of all guidelines.

The assessment of criteria is a complex process. For instance, the Control Arms
Campaign (a global NGO-led campaign for stronger arms transfer controls) conducted
a detailed study of how sustainable development criteria are assessed. This study
involved considerable research and expert consultation in order to develop a proposed
methodology for the assessment of just one criterion. The resulting report, including
the proposed methodology, is available at http://www.controlarms.org/documents/
guns_or_growth.pdf.

Remember: the role of criteria and guidelines is to raise important
questions. Without guidelines or explicitly formulated criteria, questions
about the potential impact of a transfer are simply not asked. This can
result in irresponsible arms transfers.

Exercise 2: Developing criteria

In small groups, try to construct a set of criteria that will cover all measures for
deciding on export licenses for small arms. Keep in mind:

International agreements such as the PoA (or other agreements your country
is party to).

Economic issues (the arms industry in your country, if there is one).
Diplomatic issues (you do not want to insult your allies and friends).
Humanitarian issues.

The risk of diversion.

Consider whether the criteria you have come up with are applicable to military, civilian,
government-to-government or commercial sales, or to more than one of the above.
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Trainer Note

If you have time, you can distribute the above agreements — or only those that are
relevant for the region or country of training — and ask trainees to discuss the criteria.
Regional agreements are available at http://www.smallarmssurvey.org/resources/
reg_docs.htm, while the Wassenaar Arrangement guidelines can be obtained from
http://www.wassenaar.org/docs/best_practice_salw.htm.
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4. National controls and international
and regional agreements

There are no universally applied guidelines or criteria for arms export authorizations.
However, there are agreements by supplier-groups and regional organizations on
best practices in such criteria. For example, the EU Code of Conduct includes operative
provisions and a list of eight common criteria for arms exports by member states.
This applies to transfers of all types of arms. For more detailed information on the EU
Code of Conduct, see the TRESA module on Global and Regional Agreements on
SALW Control (GRAQ6).

Some global and regional agreements and best practice guidelines have been
formulated to tackle the specific problems of SALW exports. These include:

The global agreement in the United Nations Programme of Action (PoA) to
assess the risk of diversion and to be consistent with existing responsibilities
under international law (see TRESA module on Global and Regional Agreements
GRA06).

The Wassenaar Arrangement Best Practice Guidelines on SALW (December
2002).” The Wassenaar Arrangement is a group of arms supplier states —
including most major suppliers of SALW — that come together to promote
transparency and responsibility in arms transfers.

The OSCE (Organization for Security and Cooperation in Europe) Best Practice
Guidelines (see TRESA module on Global and Regional Agreements GRAO6).

The Organization of American States Convention (CIFTA) and associated
CICAD model regulations (see TRESA module on Global and Regional
Agreements GRAO06).

The Nairobi Protocol (see TRESA module on Global and Regional Agreements
GRAO06).

Many of these agreements contain some guidelines/criteria for assessing the potential
authorization of a SALW transfer. Most contain some type of commitment in the
areas outlined above, though the precise framing is different. The aims of such
international initiatives to develop greater agreement on export control criteria are
twofold:

1. To promote high standards of national controls; and

2. To reduce opportunities for circumventing those high standards by going to
suppliers with weaker or less stringent criteria.

Similarly, there are some ongoing international processes seeking to improve standards
of transfer controls, such as the UK government sponsored Transfer Controls Initiative,
the NGO-led Control Arms Campaign for an Arms Trade Treaty (http://
www.controlarms.org); and the Biting the Bullet Consultative Group Process.?
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Summary of Section 2

Arms export authorization procedures and end-user controls are central to
ensuring responsible arms transfers. Unfortunately, end-user certification is
often a weak point in export controls.

Guidelines/criteria are necessary to raise important questions in considering an
export authorization and help reduce the potential negative impact of an arms
transfer.

Export controls are national controls and are created and applied at the national
level.

While best practices and common criteria for export controls are emerging,
there are no harmonized systems as of yet. Implementation of these best
practices has therefore varied.
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Trainer Note

Advanced preparation for this section is required. If possible, check for local transit
regulations in the country of your training. Transit regulations are among the more
difficult laws and procedures to gain information on, largely because they seldom
exist as separate bodies of law, but rather are covered by other laws and procedures.
Be resourceful and contact your national government for information or your local
partner(s) in the country of training for some assistance in gathering this information.

Trainer Note

Currently, only 75 countries have any controls over the transit of arms shipments
(see http://www.iansa.org/documents/2005/red-book/red-book-2005.pdf or the
upcoming Biting the Bullet report for updates). In many of these cases, the controls
are limited and apply only to the transport of arms being imported into that particular
country. The level of control exercised over transit appears to be the weakest and
most fragmented of all aspects of SALW transfers.

In some cases, both export and transit are governed by the same guidelines (e.g.
Finland).® However, the precise procedures and authorizing bodies may be different.
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Section 3

Transit controls

Objectives and Goals of Section 3:
To introduce the concept and main components of transit controls.

To introduce the key issues and challenges involved, as well as the current
mechanisms available to enforce transit controls.

1. Introduction to transit controls

Transit states are those through whose territory a shipment passes en route to its
destination. This includes docking at ports and transshipment (changing vessels)
at ports, airports and at sea, as well as movement overland through the territory of
a state.

Why is it important to control transit?
When SALW are diverted from the legal market into the illicit market, they are often
diverted while in transit. This diversion may feed regional or domestic conflicts.

What is and/or should be covered by transit controls?

Transit occurs in those states through whose jurisdiction the SALW are moved en-
route between the exporter and the importer. This should include all overland transport,
and sometimes air space and territorial waters (though this is usually only applicable if
the transporter stops at a port or airport).

Controls should cover bother transshipment (changing vessels) and transit (movement
through territory).

What types of transit controls exist?

Transit control is often a weak point in the broader area of transfer controls. Indeed,
it seems that arms transits are often not governed by laws and procedures except
for those applied to the transportation of dangerous goods; and these may not place
sufficient emphasis on the risk of diversion.

It is increasingly common for best practices on export controls to emphasize the
inclusion of transit controls, and that transit authorizations should take into account
the same stringent standards and criteria as export authorizations. For instance, the
OSCE Best Practice Guidelines on Export Control of SALW incorporates transit controls.
This is done in an integrated way — with reference to “export and transit control”
rather than separate systems for dealing with transit.
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Trainer Note (Exercise 1)

Randomly divide the class into two groups and assign one group as Diverters and the
others as Customs Agents. Provide each with two blank sheets of paper, and allow
approximately 10 minutes for them to design their own plan. Each group will then
exchange their plans and on their second blank sheet of paper, design a scheme to
foil the other group’s efforts. Allow another 10 minutes for this process. Ask each
group to designate a spokesperson and choose either the Diverters or the Customs
Agents to begin by presenting their original plan. Immediately after this, the second
group should present their plan to frustrate these efforts. Repeat this process for
the second group and follow it up with a discussion of the strengths and weaknesses
of diversion and enforcement. This exercise as a whole should take approximately
30-40 minutes.
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Furthermore, global and regional commitments to control transit as part of the broader
area of transfer controls exist in the UN PoA, The Firearms Protocol, and various
other regional agreements (see TRESA module on Global and Regional Agreements
GRA06).

For instance, the UN Firearms Protocol requires that “the transit States have, at a
minimum, given notice in writing, prior to shipment, that they have no objection to
the transit.”

2. Enforcement of transit controls

Customs services often have very limited capacity to enforce transit controls. The
number of vessels/vehicles that can be inspected at any given time is very limited.
This is a concern not only for the interdiction of illegally trafficked or disguised shipments,
but also in the enforcement of transit controls. It is therefore important that transit
authorization procedures are rigorous, effective, but also efficient since the timeframe
for transit control is often limited.

Ideally, transit routes, transporter companies,
and transit authorization should be in place
before an export license is granted — either
in the application for an export license or as
an integral part of the EUC. However, this
does not commonly take place.

Exercise 1: Where can you divert?

Divide into two groups. One group — the “Diverters” — will think up schemes to divert
the shipment described in Exercise 2, Section 1 (15,000 assault rifles, 200,000
magazines). The other group — “Customs Agents” — will design a plan to frustrate
the Diverters’ plans.

The plans will be written in point form (using bullets) on a sheet of paper.
Groups will exchange their plans.

The Diverters will attempt to nullify the Customs Agents’ plan, and the
Customs Agents will do the same for the Diverters’ plans.

Both groups will then present their original plans followed by their plan to frustrate the
other group’s attempts.
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Trainer Note (Exercise 2)

The purpose of this discussion is to help reinforce the importance of criteria and
procedures, as well as the need for transit to be controlled more rigorously. There
are no right or wrong answers and trainees will likely disagree on whether there should
be separate systems and criteria to control transit. For example, it is even possible
that some trainees believe that export and import controls are sufficient and that
there is no need to control transit. This opinion, however, can be countered by
referring to the outcomes of the Diverters and Customs Agents exercise above and
the many ways in which small arms can be diverted during transit.

The key thing to note here is that a failure to authorize transit does not make
the whole transfer illicit, but it is important that the risk of diversion and safety
issues in transit are effectively tackled.

Emphasize to your trainees that a transit state is participating in a transfer process.

As such, it is complicit in the transfer and has the right and the duty to exercise
control.
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Exercise 2: Group discussion

Do you think the same criteria and procedures for assessing applications for export
authorizations should be used to cover the transit of SALW?

Summary of Section 3
The risk of diversion is often particularly high during transit.
Transit controls are often a weak point in transfer controls.

Best practices emphasize the application of the same stringent standards to
SALW transit as to their export.

The application of such best practices, however, is relatively weak.
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Section 4

Import controls

Objectives and Goals of Section 4:

To provide a basic understanding of import controls and the types of concerns
surrounding these controls that are and should be addressed.

To distinguish between civilian and government imports of SALW.

To outline international and regional standards for import controls.

1. Introduction

The third main element of transfer controls is import controls. While many more
countries appear to have import controls than export or transit controls, the variation
in import control laws and procedures is considerable.

Limited information is available on the nature of SALW import licensing and control,
though it is known that the systems in place vary according to the actual recipient.
For example, if a national armed force (military, paramilitary, police) is importing
arms, certain procurement procedures will probably have to be followed. Conversely,
if the importer is a domestic retail trader authorized to sell firearms to licensed (or
other authorized) civilians, different procedures will need to be followed.

2. Import control issues

While it is difficult to describe a typical import control system, the following issues can
and should be taken into account when assessing the civilian or government import
of small arms.

Civilian import

The risk of misuse: is the importer likely to misuse the arms? For instance, if
an authorized militia or civil defence force is importing weapons, this may
involve an assessment of their human rights record and the potential for
criminal misuse of legally acquired arms.

The risks to internal security: if firearms being imported are qualitatively or
quantitatively different from arms previously licensed (e.g. fully automatic
assault rifles as opposed to bolt-action hunting rifles), such an import may
contribute to rising inter-communal violence, crime (including organized crime),
and the risk of conflict.
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Trainer Note

Note that a great deal of the publicly accessible information on import controls relates
to the collection of tariffs, which indicates that finance rather than arms control is
often the priority in import authorizations. Encourage trainees to come to the conclusion
that strong import controls are needed nationally to prevent the diversion and misuse
of small arms, and that complementary regional standards are also necessary to
make national efforts more effective.
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The risk of internal diversion:
Is the importer an authorized dealer?
What are the importer’s standards of stockpile management and security?

The record of the exporter and any intermediaries: involves an
assessment of the risk that an import authorization will be used to acquire
arms that are diverted before reaching the final destination. This raises
concerns for international and regional security, prevention of terrorism, etc.

Government Imports
In cases of government procurement, factors that should also be examined include:

National security and how the acquisition of arms relates to legitimate
security needs.

The impact of the import on sustainable development (in terms of
financial cost, diversion of resources, versus possible positive impacts such as
protection of borders, fishing grounds, etc.).

The procedures for procurement decisions, with particular attention to
whether there has been any corruption in the decision to acquire, the choice
of weapons, and the choice of supplier.

The appropriateness of particular weapons for their specific use.
Oftentimes, states acquire weapons claiming they are for national security, but
are actually used for internal repression.

These are just some of the priority issues that should be considered within import
authorizations for civilian or government entities. In practice, however, it is unclear
whether and how such considerations are applied.

3. International and regional
agreements and standards

In the UN PoA, states committed themselves to having import controls, though the
details of this commitment are to be determined by each country.

In some regional agreements, there are more detailed commitments on import
controls, such as in the CICAD model regulations that is associated with the OAS
convention (see TRESA module on Global and Regional Agreements GRA06). However,
the details in this agreement relate primarily to the information required on a certificate
of authorization rather than the procedures, standards and criteria for such an
authorization to be given.

Further information on national import controls may be available from your government.
Basic information may also be contained in publicly available legislation and in national
reports submitted to the UN DDA on the implementation of the UN PoA http://
disarmament.un.org:8080/cab/salw-nationalreports.html.
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Summary of Section 4

Import controls are necessary in order to prevent the retransfer of arms to
irresponsible end-users and the risk of misuse. The capacity of the importing
state to ensure proper control should be a factor in providing an import
authorization.

Laws and regulations governing imports vary considerably from country to
country. While international commitments and regional standards exist, these
are also inadequate and depend heavily on proper government control.
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Section 5

Related key issues in transfer
controls

Objectives and Goals of Section 5:

To introduce the processes of diversion, brokering and marking and tracing as
key issues for transfer controls.

To underline the importance of arms embargoes for controlling the spread of
SALW.

To provide an overview of key loopholes and gaps in existing transfer controls.

1. Introduction

Numerous concerns have been raised in relation to different aspects of transfer
controls. In particular, several key issues are at the top of the agendas of many
processes and concerned groups. These include:

Diversion.
Brokering.

Marking and tracing.

All three processes relate to the need for transfer controls to be exercised in all legal
arms trades to help combat the illicit trafficking of SALW (for more information on
these processes, see TRESA module on Global and Regional Agreements GRAO6).
They also relate to transfers between all states and occur at all stages of SALW
transfers — export, transit and import.

2. Diversion

Diversion is the movement of arms from the legal authorized sphere into illicit circulation.
It is a major concern in transfer controls and other measures tackling illicit SALW.
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2.1 How does diversion occur?

Diversion occurs through a wide range of mechanisms including:
Theft from stockpiles.
Illicit re-sale by authorized owners of arms.
Re-assignment of a shipment in transit.
Use of false EUCs to redirect shipments.

Illicit retransfer of imported weapons by the end-user (in breach of re-transfer
guidelines and end-user assurances).

A common method of large-scale diversion is through the failure of transfer controls.
Weapons are transferred to an end-user other than the recipient stated in the
authorizations with the use of fraudulent EUCs. This type of diversion often involves
the activities of unregulated arms brokers.

Note: while transfer controls help minimize the risk of diversion, they cannot prevent
it all together. For example, theft from government stocks is probably the most
common source of diverted weapons and is outside the realm of transfer controls.
Nevertheless, when assessing the risk of diversion, the strength of a recipient’s
stockpile management and security should be a key factor examined by exporting,
transit, and importing states.

2.2 Preventing diversion

End-user controls exist largely to guarantee against certain forms of diversion, notably
the deliberate retransfer of weapons in which one actor imports weapons
legally, and retransfer them to a recipient that would not have been able to
obtain them from the initial supplier.

The risk of diversion is a common criterion in arms export authorizations, and should
also be a key issue within transit and import controls.

In the UN Programme of Action (UN PoA), states have committed themselves
to assess the risk of diversion in transfer controls.

The risk of diversion is a key criterion in the EU Code of Conduct, the
Wassenaar Arrangement Best Practice Guidelines for Exports of SALW, and
others. However, the application of this criterion is difficult to ascertain.

Less information is available on the assessment of the risk of diversion by
transit or importing states. This could vary considerably depending on the
actual end-user (national military, domestic retail trader).

Other regional agreements, such as the OAS Convention, include commitments
for each party to a transfer (export, transit, and import) to inform the others
of authorizations and to take delivery verification measures.

International initiatives related to brokering and to marking and tracing reinforce
such commitments (see below).
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Trainer Note

Current information suggests that only 32 states have controls that allow them to
tackle at least some aspects of international arms brokering.'? This includes Albania,
Austria, Belgium, Bosnia and Herzegovina, Bulgaria, Czech Republic, Estonia, Finland,
France, Germany, Hungary, Israel, Japan, Latvia, Lithuania, Malta, Netherlands,
Nicaragua, Norway, Poland, Romania, Seychelles, Singapore, Slovakia, Slovenia, South
Africa, Spain, Sweden, Switzerland, Ukraine, United Kingdom, and the USA.
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A number of factors could be used to inform an assessment of the risk of diversion,
most importantly:

A recipient’s record of compliance with end-user guarantees.

A recipient’s record of transferring arms to rebel or terrorist groups, whether or
not this group is involved in a conflict.

A failure to adequately assess these factors in export, transit and import authorizations
has fuelled the illicit trade in SALW.

3. Brokering"

Brokering covers a wide range of activities of actors facilitating arms transfers. Most
commonly it relates to intermediaries who make some or all necessary arrangements
for a transfer.!* Arms brokers are a key part of the legal, authorized trade in SALW.
However, they are also key actors in many illicit and diverted international SALW flows
— such as those to rebel groups, terrorists, and embargoed governments.

In particular, legitimate brokers are often involved in the following tasks on behalf of a
particular recipient:

Finding a supplier (including identifying a supplier with weaker export controls if a
recipient is likely to be refused by more rigorous suppliers).

Negotiating a deal.

Producing necessary paperwork and complying with necessary procedures
(including fraudulently).

Arranging transportation by means of contracting transporters, handling
customs requirements, and so forth.

Making arrangements for payment, whether through the transfer of funds or
other forms of payment.

Brokers may therefore be involved at any stage in a SALW transfer process.

3.1 How is brokering controlled?

Such “third party” brokers may not be resident — or conduct this activity — in any of
the states directly involved in the export, transit, or import of the weapons. This
makes their regulation very difficult.

Brokering activities can occur anywhere, yet only a small but growing number of

states have explicit controls over brokers. The scope and adequacy of these laws
and procedures, however, is mixed.
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Key elements of brokering controls may include:
Registration and licensing of brokers.
Licensing the broker’s role in each individual deal.
Offshore licensing.

Instituting penalties for non-compliance that include international warrants.

3.2 Key issues for brokering controls

Identifying the scope of brokering activities covered (particularly in cases where
the weapons do not touch the territory of the state concerned).

Defining the types of actors covered (some controls only relate to permanent
residents).

The degree — if any — of extraterritoriality (the extent to which controls apply
to nationals and residents operating outside of state territory).

Box — Extra-territorial / offshore
controls

Extra-territorial (offshore) controls are a particularly important, but largely neglected
area of brokering controls. Offshore controls are intended to help prevent brokers
from evading controls in one country by conducting their activities in another one.
However, only 14 states have some form of extra-territorial control (Belgium, Bosnia
and Herzegovina, Estonia, Finland, Hungary, Latvia, Lithuania, Malta, Norway,
Seychelles, Singapore, South Africa, Sweden, and the USA) and the nature of this
varies considerably.

3.3 Regulating brokering activities

A number of international and regional agreements and processes tackle brokering

regulations, though they often do not specify what controls should be in place.

A. The PoA commits states to “develop adequate national legislation or
administrative procedures regulating the activities of those who engage in small
arms and light weapons brokering. This legislation or procedures should include
measures such as registration of brokers, licensing or authorization of brokering
transactions as well as the appropriate penalties for all illicit brokering activities
performed within the State’s jurisdiction and control.” (Section I1I,
paragraph 14). Likewise, the Firearms Protocol and other instruments
contain some commitments on brokering controls — though these are often
limited (see TRESA module on Global and Regional Agreements GRA06).

B. The UN has established “broad-based consultations on further steps to
enhance international cooperation in preventing, combating and eradicating illicit
brokering in small arms and light weapons.” These consultations are ongoing
(see TRESA module on Global and Regional Agreements GRAQ6).
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Trainer Note

The 2001 UN Conference on SALW led to the establishment of The Group of
Governmental Experts on Tracing Illicit Small Arms and Light Weapons. This group
decided that an international instrument on marking and tracing was feasible.

In December 2003, an Open Ended Working Group on Tracing Illicit Small Arms and
Light Weapons (OEWG) was established with a mandate to “negotiate an international
instrument to enable states to identify and trace, in a timely and reliable manner, illicit
small arms and light weapons.”** At the time of writing, the OEWG is in the process
of negotiating this instrument. This will heed some updating once the OEWG has
completed its work and following the 2006 Review Conference on the UN Programme
of Action. Refer to http://disarmament.un.org:8080/cab/salw-oewg.html for more
information.
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C. A number of regional processes on the issue of arms brokering have also taken
place. These have included:

EU Common Position on arms brokering (June 2003).
OSCE Best Practice Guidelines on Regulation of Arms Brokers.

Wassennaar Arrangement Statement of Understanding on Arms
Brokerage (December 2002).

OAS Model Regulations for the Control of Brokers of Firearms, their Parts
and Components and Ammunition (CICAD November 2003).

4. Marking and Tracing*®

When weapons are found in illicit circulation and use, it is important that their origin
can be traced in order to understand and tackle the mechanisms of their diversion
and to take action (such as criminal prosecutions) against that diversion.

In order for weapons to be traced, three key elements are required:

Marking — the assignment of a serial number in order for each weapon to be
identified along with its origin, manufacturer, and year of production.

Record-keeping — building on information contained in the markings, further
detailed information can be located on the transfers and holdings from which
the weapon was diverted.

Cooperation in tracing — the access of relevant information by investigating
parties from records of other states or international organizations.

Most global and regional agreements commit states to marking weapons at the point
of manufacture and sometimes at the point of import. Similarly, they contain
commitments on record-keeping and — in some cases — on cooperation in tracing.
However, these commitments often suffer from a number of problems including:

There is no international standard for marking SALW and many states do not
mark their own weapons production consistently.

Markings done by the traditional method (stamping into metal) are easily
altered and mark only one element, usually the body, of the weapon.

Record-keeping in many states is inconsistent, if it exists at all.

There is only limited cooperation between states in tracing. Some states
actively resist requests for tracing SALW that have passed through their
borders.
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5. Arms embargoes

In rare and extreme cases, the international community has used arms embargoes
in order to limit the arms available to combatants in a conflict situation. However,
these embargoes have not been very effective and are either opposed, obstructed
or evaded by arms traders and importing and exporting countries.

In fact, in countries with an industrial capacity, one
of the effects of arms embargoes has been the
development of an indigenous arms industry. Once
the needs are met at home, these arms are exported
and sold within the international market. This was
the case with embargoes against South Africa and
China, and the limited embargo against Israel.

5.1 What are arms embargoes?

An arms embargo is a ban on transfers of arms, ammunition, and other goods
against particular recipients. Arms transfer authorizations are always a matter of
national decision-making. However, the international community can also apply arms
embargoes and has used this capacity in a number of situations in the past.

Most significantly, UN arms embargoes are imposed by the UN Security Council and
are binding on all UN member states. Arms embargoes have also been applied by
regional organizations. These, however, only impose a ban on transfers by the
member states of that organization to the destination or recipient concerned. Thus,
for instance, EU arms embargoes mean that EU member states should not engage
in arms transfers to the given recipient; but they do not cut-off legal transfers from
other suppliers in the global system.

5.2 When and why are they applied?

_ — Some UN arms embargoes are targeted at
‘(Z"Nséeg;’ng ’styemggr‘;';g’s’ particular recipients, but most have been
have been imposed on app“ed tO a” aCtOI‘S W|th|n d Country They

actors in 17 countries | are generally mandatory for all UN members.
since 1990. Before that,

very few were imposed, . .
W,-t,{ the except,-onpof the | Most sanctions have been applied to

long-running embargo on | countries involved in conflict, though this is
%;?C; theid-era  South| not necessarily the case. While the majority
. of UNSC arms embargoes have been
imposed on recipients engaged in intra-state
conflict (see Table 1), most conflicts are

not subject to arms embargoes.
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Table 1: Multilateral arms embargoes in place since 1990

Country

Embargo Imposed by

Targeted Embargo?

Date Embargo Applied

Afghanistan

UN (voluntary)

27 Oct 1996

EU 1 Dec 1996 — 5 Nov 2001
(when amended to only
Taliban)
UN Taliban 19 Dec 2000
Angola UN UNITA 15 Sept 1993
Azerbaijan and OSCE All forces® 28 Feb 1992
Armenia in relation to
Nagorno-Karabakh) UN (non-mandatory) Armenia and Azerbaijan | 29 July 1993

Burundi Various regional states.!¢ 6 Aug 1996 — 23 Jan 1999
China EU 27 June 1989
Céte d'Ivoire UN 16 November 2004
EU 15 December 2004
Croatia EU +v7 5 July 1991 — 20 Nov 2000
DRC UN NSAs in East/ ALL NSAs | July 2003/July 2005
EU 7 April 1993
Eritrea UN (non-mandatory) 12 Feb 1999
EU 15 March 1999
UN 17 May 2000
Ethiopia UN (non-mandatory) 12 Feb 1999
EU 15 March 1999
UN 17 May 2000
Haiti OAS 30 Sept 1991 — 15 Oct 1994
UN 13 Oct 1993 - 15 Oct 1993
Indonesia EU 17 Sept 1999 — 17 Jan 2000
Irag EU 4 Aug 1990
UN 6 Aug 1990
Liberia UN 19 Nov 1992 — 7 March 2001
UN Strengthened 7 March 2001 -
Libya EU 27 June 1986
Myanmar EU 29 July 1991
Nigeria EU 20 Nov 1995 — 1 June 1999
Rwanda UN 17 May 1994 - 16 Aug 1995
UN Rebels 16 Aug 1995
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Trainer Note — Optional exercise: small groups or
plenary discussion

Invite trainees to share their knowledge on cases of diversion, illicit brokering etc. If
trainees are aware of specific cases, ask them whether and how adequate export,
transit and import controls would have helped prevent a particular case?

The purpose of this discussion is to reinforce trainees’ understanding of the need for
rigorous export, transit and import controls. If trainees are unaware of specific
cases, you can either fabricate one or provide an example of your own to discuss as
a class.
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Sierra Leone UN 8 Oct 1997 — 5 June 1998
EU 8 Dec 1997
UN Rebels 5 June 1998
Slovenia EU 5 July 1991 — 26 Feb 1996
Somalia UN 23 Jan 1992
Sudan UN 30 July 2004. Expanded to
include government in March
2005
EU 15 March 1994
Yugoslavia (SFRY) EU 5 July 1991 - 8 Oct 2001
UN 25 Sept 1991
Yugoslavia (FRY) UN 31 March 1998 — 10 Sept 2001
Zimbabwe EU 20 Feb 2004

5.3 How are arms embargoes enforced?

Enforcement has tended to be the weakest aspect of arms embargoes. While in
principle a UNSC arms embargo is a clear and strong statement by the international
community, in most cases there has been very little monitoring of embargoes. This
has changed in recent years with the creation of panels of experts to investigate
violations of arms embargoes applied against rebel and paramilitary forces in Angola
(UNITA), Sierra Leone (RUF), Liberia, Somalia, and the Democratic Republic of the
Congo (DRC).

Embargoes are often breached and it is very rare for any legal action to be taken
against arms brokers or others involved in breaches. However, increasingly they are
being linked with other sanctions targeting the finances or activities of the group(s)
concerned. Most significantly, UN arms embargoes cut off open legal transfers of
SALW and force actors involved to find alternative — usually more expensive and
unreliable — means of obtaining arms. While they commonly fail to completely starve
the supply of arms and ammunition, embargoes are an important international
instrument of SALW transfer control.

For further information on arms embargoes, see Biting the Bullet Briefing 17
Strengthening Embargoes and Enhancing Human Security, at http://www.brad.ac.uk/
acad/cics/publications/BtB/index.php.
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Summary of Section 5

The processes of diversion, brokering, and marking and tracing all relate to the
need for transfer controls.

Assessing the risk of diversion should be a key factor in authorizing transfers.

Brokering activities should also be regulated to ensure that legal arms are not
diverted or retransferred to irresponsible end-users, while marking and tracing
would help enforce transfer controls. These two issues are the subjects of
separate international and regional initiatives.

While unable to completely stem the flow of small arms, arms embargoes are
an important international instrument of SALW transfer controls.
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Trainer Note — Two option alternative

Rather than allow ‘no decision’ to be taken, you may want to encourage trainees to
either authorize or deny each criteria only.

In some cases, trainees may still decide that they need more information on a
particular criteria/issue. This is legitimate and should be reinforced. It is common
practice for governments to apply basic indicators to a proposed transfer in order to
first flag any issues that need closer inspection. Here you have two choices: prepare
in advance more detailed information so that this can be given (but only on request);
or, present trainees with three options for each criterion: authorize, deny, or investigate
further.

It is suggested that you follow three stages in this decision-making process:

1. First decide within your groups whether you will each take on the role of a
government department — responsible for judging one or two criteria — or
decide on all criteria as a cooperative group. In each case you should consider
the implications on your ability to make the final decision.

2. Secondly, decide which criteria you want to use to make your decision.

3. Finally, review the information you have against your criteria and apply
whatever procedures you have decided upon to reach your final group
decision.

Trainer Note

In this first stage you should guide trainees towards the decision that best suits your
simulation. An internal division will allow more in depth examination of criteria, and will
create a useful intra-group dynamic of competing interests, which is a more realistic
simulation. However, the greater the division of roles there is, the longer the time
you are likely to need to conduct the small groups work.

You may need to encourage groups to move quickly through the first two stages to
ensure that there is sufficient time for the examination of information against the
criteria and the actual decision making.

More advanced groups or trainees composed primarily of government officials should
be able to handle larger numbers of indicators than others.

It is the final discussion that is of greatest value in reinforcing understanding of the
complexity of transfer issues.

When arriving at a final group decision, you should encourage groups to take a
balanced view. It is not desirable that trainees identify a criteria that “trumps” all
others. If they do, they must be able to justify why that criterion implies a presumption
of denial.
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Section 6

Transfer controls simulation

Objectives and Goals of Section 6:

To foster a more in-depth understanding of transfer control criteria through a
simulation exercise.

To demonstrate the complexity of balancing issues that inform transfer
controls.

To reinforce the value of best practices in establishing and enforcing these
controls.

1. Introduction to the simulation

You will be divided into three small groups of “Exporters”, “Importers” and “Transit
States”.

Each group will approach the simulation case from the perspective of their assigned
identity. All necessary information and tools are provided in Annex I of this module.
These include:

A profile of the hypothetical deal.
Information on a fictional recipient.

An End-User Certificate.

A map of the recipient and its neighbours.

Briefings for the small groups work for each of the three groups, including tools
to assist initial discussions.

2. Small groups work

Each group must arrive at a decision on whether or not to authorize a transfer. In
each case three options exist:

To authorize.
To deny.

No decision — there is insufficient information to judge (in effect, this is a denial
until further guarantees are provided).
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3. Roundtable discussion following the
simulation

Unlike reporting back from previous small groups work, the designated spokesperson
is not reporting back to plenary. Rather, the simulation continues in the roundtable
discussion. Each group (or actor in the transfer) is invited to present their decision.
The other groups then questions them on their rationale.

Following this discussion between groups, the trainer will ask you the following questions:

1. How confident are you that your decision is appropriate? Specifically, if you
authorize the transfer, how confident are you that the weapons will not be
diverted or misused?

2. How did you balance the concerns of different members/criteria?

3. What other criteria or information would you have liked to have had to be more
confident in your decision?
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Annex 1

Arming Carana

An Arms Transfer Simulation

Further basic information on the nation of Carana, its neighbors, and its problems can
be accessed at www.tresa-online.org

The deal

An order for SALW has been placed, ostensibly on behalf of the Republic of Carana.

The weapons ordered include:
200 AKM assault rifles (Price: USD $55,000.00)
150,000 rounds of 7.62mmx39mm ammunition (Price: USD $7,500)
500 RGD-5 handgrenades (Price USD $2,400)

Total price for weapons: USD $64,900.00

Basic SALW facts

AKM: An assault rifle. The advanced and more common variant of the famous
Kalashnikov (AK-47) rifle. Uses the old Soviet standard ammunition (7.62x39mm).
Numerous versions of this weapon have been made in different countries.

An AKM has a cyclic rate of fire of approximately 600 rounds per minute.

It has an effective range of around 400 metres, but is more accurate at closer
ranges. Standard AK-47/AKM magazines can hold up to 30 rounds, but larger
magazines (50 and 70 rounds) are available.

7.62x39mm (M43) ammunition: Old Soviet standard ammunition (until 1974 when
it was replaced with lighter weight 5.45 x 39mm). As with other small arms ammunition,
it comes in numerous different types. The ammunition ordered here is standard ball
ammunition with a full metal jacket.

RGD-5 Handgrenades:. An obsolete old Soviet model fragmentation hand grenade.
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The source
The weapons ordered are no longer produced in the Exporter State concerned. The
weapons under consideration come from surplus military stocks.

The supplier

‘Trans-Arms’ is a private company, licensed to purchase and export surplus military
equipment. It has offices around the world, and has previously been mentioned as a
contractor for the security forces of several less-developed states.

The broker

Victor Monon is the arms broker for the deal. A former major in the Soviet military,
Monon now runs a number of businesses. One of them is a diamond mining concession
in Carana.

Recipient
The Armed Forces of Carana (AFC) (see basic indicators below).

Basic indicators on CARANA

Please note that information contained under the following headings may also be
relevant for the assessment of other criteria in the SALW transfer authorization
process.

Background

There are three main ethnic groups in Carana — the Kori, Tatsi and Falin — all of which
speak Caranese. The Kori and Tatsi are the two largest ethnic groups in Carana,
while the Falin is a small but key group involved in the mining of copper and diamonds
in the southern region. They are especially known for their copper handicrafts.

After gaining independence from France in 1975, Carana experienced what can only
be called teething problems. Language is one of the key problems: while Caranese is
the official language, French is considered the best way to further one’s career
prospects. In fact, some government offices only deal in French. This is further
agitated by the fact that tribalism is rampant. The former Colonial power of Italy
favoured the Tatsi whom they found living in the east, while the French favored the
smaller population of Falin and offered them key posts in the government. This
favoritism not only created a rift between the peoples of Carana, but also led to the
growth of nepotism and corruption in the government. A number of small uprisings
against the Carana government developed into armed protests and organized violence,
which led to the military taking control of the government in 1976 to re-establish
order.

The death of military leader General Keplo in 1986 created an opening for the country’s
first democratic elections in 9 years, where Jackson Ogavo from the Parti Democratique
de Carana (PDC) was elected President. Ogavo was re-elected for three consecutive
terms (1991, 1996, 2001), though opposition to his regime began to grow in1996
due to a lack of economic growth and increasing discrimination against Kori and Tatsi
members by the ruling — and predominantly Falin — party. Key government positions
have been generally open only to those of Falin descent, as well as French speaking
Carananians. Small uprisings occurred between 1996-2000 against the Ogavo regime,

tres-a



Notes




and rebel groups were mobilized to challenge the government’s hold on power. All
opposition to the government was met with either the threat or use of armed force,
and eventually escalated into civil conflict in 2000.

Internal security

In May 2005, a peace agreement ended 5 years of civil war and a legacy of ethnic
discrimination and conflict in Carana. Despite the cessation of violence, Carana
remains a politically unstable country and a transitional government under the leadership
of President Ogavo has had limited success to date in re-establishing order and the
rule of law. Small uprisings and violent clashes still occur in the rebel-controlled regions
of west and south Carana. The primary threat to internal security results from these
violent uprisings and armed crime which has risen significantly in the post-conflict
period in both urban and rural areas.

The civil conflict in Carana was fought between government forces, the Movement
Patriotique de Carana (MPC) in the western district of Tereni and the Independent
Combatants of South Carana (ISC) in the south. Both the MPC and the ISC took as
their initial aim the removal of President Ogavo from power, but cooperation between
the two groups toward this end has been minimal. All parties have suffered numerous
defeats, though the civilian population of Carana has been particularly targeted by all
parties, leading to an estimated 150,000 deaths from violence, famine or disease.
The ISC’s exploitation of resources in the south has helped fuel their efforts, while
the MPC has received external support from the neighbouring country of Katasi. A
combination of war-weariness and strategic maneuvering led the leaders of both the
MPC and ISC, as well as President Ogavo, to negotiate a cease-fire, which was
reached on 19 May 2005 in Kalari. The Kalari Treaty (peace agreement) mandates
all parties to disarm and establish a power-sharing arrangement in a new transitional
government, including integration in a new Carana Defense and Security Force (CDSF).
Currently, the CDSF are being formed and trained. They are also playing a policing
role given stalled efforts at security sector reform.

Regional security (see map)
Stemming from the civil war, Carana’s relations with some of its neighbours are
tense. In particular:

There is an ongoing border dispute with Carana’s neighbour to the south, Rimosa.
A recent election in Rimosa saw a rise in hardline rhetoric concerning an area of the
Leppko province that was lost to Rimosa in a brief but bloody conflict over 30 years
ago, and which is dominated by Tatsis. Given the presence of oil in Maldosa — on the
eastern coast of Carana — Rimosa has an even greater interest in annexing Leppko,
which is widely known. While there have been unconfirmed reports of incursions into
the Leppko province, there is no independent information to indicate whether these
were conducted by Rimosan soldiers, or armed bandits from neighbouring communities.

Neighbouring Katasi is in the midst of a political crisis. The current Katasi government
continues to support a regime change in Carana to improve trade relations with the
resource-rich country, as relations between President Ogavo and the leader of Katasi
remain tense and unproductive. The Katasi government is known to have provided
financial support to the MPC rebels during the civil conflict — in the hopes of bringing
down the Ogavo regime — and there is continued evidence that they are supplying
the MPC with small arms.

tres-a



Notes




Sumorais the main trading partner of Carana in the region, and is currently importing
materials from the area controlled by the MPC, thereby indirectly funding the insurgency.
The Sumora government is under a UN arms embargo since the eruption of civil
conflict in the country, where they are accused of arming a militia group — the Talons
— to terrorize civilian and political opposition. The Sumoran government not only
imported natural and raw materials from the MPC controlled territory, but also small
arms. There is no evidence of the involvement of the Caranan government in
breaching the arms embargo and exporting arms to the Sumoran government.

Human rights indicators

Widespread allegations of torture, disappearances and killings have been reported
since the conflict erupted in early 2000 and has already claimed approximately 90,000
victims. Human Rights Monitor estimates another 100,000 civilians who have been
injured or are suffering from famine and disease, and thus in dire need of humanitarian
assistance. A total of 600,000 Caranans are currently living as internally displaced
persons in camps near Galasi and other cities along the harbour.

Forcible recruitment, child soldiers and child slaves are also documented in the new
Human Rights Monitor report on Carana, particularly by the ISC rebel group in the
south. This group has claimed responsibility for the bulk of the killings in the southern
front of the conflict, though Government forces are also implicated in the burning and
pillaging of several local villages, which resulted in the deaths of thousands of women
and children. “Caranans government officials were clearly involved in a number of
atrocities committed in the district of Leppko, but the government has made no
attempt to hold anyone accountable,” Knight said. “More disturbingly, allegations of
child solders in the national Caranan army have been made, but we've been unable
to verify these claims.”

The report also documents the treatment of Caranan refugees in Rimosa, where a
number of Falin refugees have been attacked with violence or illegally detained by
Rimosa forces. Conditions in these camps are also sub-standard, and thousands are
suffering from the spread of disease.

Available economic and development indicators

Population (Total) 26,024,698
Population growth (annual %) 1.1% (annual growth rate)
Life expectancy 68.4 years

Infant mortality rate (per 1,000 live births) |9.43 deaths / 1,000 births

World Bank Classification -

GNI Per Capita (Current US$ - Atlas Method)

Military Expenditure (% of GDP) 2.7% of GDP

Military Expenditure (US$ per Capita) -

Total Armed Forces 30,000 — 35,000 armed combatants
Education Spending (% of GDP) 2.3%

Health Spending (% of GDP) 2.1%
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I::I Republic of CARANA Ministry of Defence

Document No: 05/0735

Room 101,

Ministry of Defence,
Government House,
GALASI

Republic of CARANA
TR-4392

To whom it may concern,

Our agent, Victor Monon is authorised on our behalf to purchase the military equipment
listed below. This document relates to order 04-017 with Trans-Arms Limited, agreed
by Mr Monon.

This is to certify that the goods listed below are for the sole use of the Armed Forces of
Carana, and are not intended to be sold or exported to a third party or country.

Number Nomenclature Quantity
1 AKM 7.62x39mm assault rifle 200
2 Cartridge, 7.62mmx39mm ball 150,000
3 RGD-5 fragmentation hand grenades | 500

Frederic Orger, Ministry of Defence
23 June 2005

A bt o,

General Robert Ulrich-Knowles Idding, Chief of Staff
27 June 2005
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Brief for exporters

You are the exporting state. Trans-Arms has submitted to you an application for
authorisation of export. You must now decide whether or not to authorize the
transfer.

You should try to reach one of three conclusions.
Authorize the transfer.
Deny the transfer.

Insufficient information to judge.

Decision making

You may find it useful to begin with a discussion of how you are going to make a
decision. Are you going to divide yourselves into smaller groups with assigned roles
(one person representing the Ministry of Defence, one representing the Foreign
Ministry, one the Development Ministry, and so forth); or will you judge all criteria
together?

When reporting you will be asked to explain this choice.

Criteria

The next step will be to agree on which criteria you want to apply.

You can apply as many as you want, but remember that each criteria applied will
require some assessment on the basis of available information, and you only have
limited time to make a decision (and some decisions could be expensive!!).

When reporting you will be asked to explain this choice.
The following matrix is designed to help you apply the criteria. It is intended as a
guide, not a framework to be applied rigidly (the choice of how to make a decision is

your own).

Your judgement should be based on the information provided in the Recipient Profile,
the description of the deal, and the End-User Certificate.

Do not hesitate to add additional items for consideration in the matrix if you feel that
it's necessary.
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Criterion

Reasons for
the transfer

Reasons against
the transfer

Overall
judgement

Possible impacts on

the national interests
of exporting state
(including your relations
with the importer
state)

Consistency with
exporting state’s
obligations under
international law

Legitimate security
needs of recipient
state

The respect for
international law
of the importing state

Possible effect on
internal security of
recipient state
including any internal
conflict

Possible effect on
regional security
including any regional
conflict

Possible impact on
sustainable development
in recipient state

The human rights
standards of the
importing state

The risk of diversion/
retransfer

10.
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Brief for transit states

You are the Transtuli government (see map). Transtuli is a transit state in this arms
transfer. You share a border with Carana. Victor Monon has informed you that he
has chartered an aircraft that will carry the weapons shipment to your capital’s main
airport. From there the weapons shipment will be unloaded and placed onto trucks.
These will then be driven across your territory and delivered to the Armed Forces of
Carana. You must now decide whether or not to authorize the transit.

You should try to reach one of three conclusions:
Authorize the transfer.
Deny the transfer.

Insufficient information to judge.

Decision making

You may find it useful to begin with a discussion of how you are going to make a
decision. Are you going to divide yourselves into smaller groups with assigned roles
(one person representing the Ministry of Interior, one the Ministry of Defence, one
the Foreign Ministry, one the Development Ministry, and so forth); or will you judge all
criteria together?

When reporting you will be asked to explain this choice.

Criteria

The next step will be to agree on which criteria you want to apply. In those few
states where transit licensing procedures exist, they are sometimes integrated with
export controls. This does not mean that you should necessarily apply all of the
same criteria, or that you should decide on the balance of criteria in the same way.
You can apply as many as you want, but remember that each criterion applied will
require some assessment on the basis of available information, and you only have
limited time to make a decision.

When reporting you will be asked to explain this choice.
The following matrix is designed to help you apply the criteria. It is intended as a
guide and not a framework to be applied rigidly (the choice of how to make a decision

is your own).

Your judgement should be based on the information provided in the Recipient Profile,
the description of the deal, and the End-User Certificate.

Do not hesitate to add additional items for consideration in the matrix if you feel that
it's necessary.
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Criterion

Reasons for
the transfer

Reasons against
the transfer

Overall
judgement

Possible impacts on

the national interests
of exporting state
(including your relations
with the importer
state)

Consistency with
exporting state’s
obligations under
international law

Legitimate security
needs of recipient
state

The respect for
international law
of the importing state

Possible effect on
internal security of
recipient state
including any internal
conflict

Possible effect on
regional security
including any regional
conflict

Possible impact on
sustainable development
in recipient state

The human rights
standards of the
importing state

The risk of diversion/
retransfer

10.

tres-a




Notes




Brief for importers

You are the government of Carana. Your Ministry of Defence has contracted Victor
Monon to provide equipment for your army. You are now going to decide whether or
not to proceed with the transfer and provide final authorization. In many countries
this would not be necessary, but for the purpose of this simulation it is useful to make
this decision in order to engage in consultation with the other states.

You should try to reach one of three conclusions:
Proceed with the transfer.
Cancel the transfer.

Insufficient information to judge.

Decision making

You may find it useful to begin with a discussion of how you are going to make a
decision. Are you going to divide yourselves into smaller groups with assigned roles
(one person representing the Finance Ministry, the Ministry of Interior, one the Ministry
of Defence, one the Foreign Ministry, one the Development Ministry, and so forth);
or will you judge all criteria together?

When reporting you will be asked to explain this choice.

Criteria

The next step will be to agree on which criteria you want to apply. You can apply as
many as you want, but remember you only have limited time to make a decision.
When reporting you will be asked to explain this choice.

The following matrix is designed to help you apply the criteria. It is intended as a
guide and not a framework to be applied rigidly (the choice of how to make a decision

is yours).

Your judgement should be based on the information provided in the Recipient Profile,
the description of the deal, and the End-User Certificate.

Do not hesitate to add additional items for consideration in the matrix if you feel that
it's necessary.
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Criterion

Reasons for
the transfer

Reasons against
the transfer

Overall
judgement

Your security needs

Consistency with your
obligations under
international law

The risk of diversion
before receiving weapons

The risk of diversion
once weapons enter DRT]

Possible effect on
regional security including
any regional conflict

The cost of the deal

Possible impact on
sustainable development
in recipient state
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