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FOREWORD 
 
 
Germany has long recognized that the control of Small Arms and Light Weapons as well as 
their ammunition plays a key role in relation to human security. The adoption of the 
International Instrument to Enable States to Identify and Trace, in a Timely and Reliable 
Manner, Illicit Small Arms and Light Weapons (SALW) adopted by the United Nations General 
Assembly on 8 December 2005 (International Tracing Instrument) represents a major 
contribution towards combating the illicit accumulation and trafficking of Small Arms and 
Light Weapons. 
 
Germany has actively participated in the negotiations of the International Tracing Instrument. 
During the negotiations the German government pleaded strongly for inclusion of 
ammunition as well. The German support for BICC’s work on marking and tracing follows up 
on this commitment. This is why this TRESA module pays due attention not only to the marking 
and tracing of SALW, but also their ammunition. 
 
The TRESA series is an invaluable tool for all those involved in training and education on issues 
related to SALW and their ammunition. This user-friendly module on Marking and Tracing Small 
Arms and Light Weapons (SALW) in the TRESA series conveys the complete picture of best 
practices on marking, record keeping and tracing. It confirms the need for governments, civil 
society and the international community to direct more attention to the challenge of marking 
and tracing SALW and their ammunition. 
 
 
Ambassador Rüdiger Lüdeking 
Deputy Commissioner of the Federal Government for Arms Control and Disarmament 
Federal Republic of Germany 
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Trainee Preface 
This module is intended for those working to institute best practices of marking 
and tracing in their home countries within the framework of the UN Marking 
and Tracing Instrument (M&TI). The module includes all the necessary material 
you will need to:

Understand the M&TI and related international documents on marking and 
tracing.

Be able to infl uence the institutionalization of best practices regarding 
marking and tracing at the political, administrative, and implementation 
levels.

The objectives of this module are: 
To introduce the problems associated with the marking and tracing of 
SALW. 
To provide an overview of the various agreements and best practices on 
SALW marking and tracing. 
To provide an analysis of the elements of the M&TI and suggestions about 
how it might be implemented in practice in your country.

Copies of most key documents, as well as a case study of best practice are 
included as Annexes to this module. It is suggested that you keep the entire 
module as a reference after the end of this course.  

Please use the space provided within this module on the left-hand pages to 
record additional information or notes from the training, as well as your ideas 
and answers to specifi c exercises and discussion questions. As we hope to 
make this and all other TRESA  modules more targeted, relevant and useful to 
your area of work, we welcome any  feedback and comments you might have. 
Please feel free to contact us at www.tresa-online.org.  

Please also note that all module abbreviations deliberately state only the fi rst 
three  letters (e.g. SB-D), as well as the year in which the module was written 
(05), whether it is the A (trainer), or B (Trainee) version. All our modules are  
works in progress. We therefore welcome any feedback or comments you might 
have.  We wish you the best of luck and success in your training.
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Section 1 Marking SALW
Objectives of  Section 1:
By the end of this section, each trainee should:

Have a good overview of existing international agreements dealing with the 
issues of marking and tracing of SALW, particularly the UN Marking and Tracing 
Instrument (M&TI). 

• Have obtained a good understanding of these agreements.
Have a good overview of the various dimensions and implications of issues 
surrounding marking and tracing of SALW, such as:

• Benefi ts of marking SALW.
• Different techniques of marking SALW.
• Technical issues of marking SALW.

1. Introduction 
Exercise 1: Icebreaker
An assault rifl e has just been recovered in a border area of your country. The weapon 
is presumed to be illicit due to known criminal activity and armed confl ict in this area. 
As a government offi cial, you are asked to fi nd out where the rifl e came from, who it 
belongs to, and how it got there. What type of information would you need for your 
investigation? Who would you approach for assistance? Brainstorm in small groups. 

The following sub-sections will provide you with the legal and political frameworks, as 
well as the technical and practical issues that will enable you to better understand the 
content and implications of the UN Instrument on Marking and Tracing (M&TI). This 
will help build your capacity to implement the Instrument at the national, regional and 
international levels. 

Note: The M&TI consolidates and reinforces key international standards in the areas of 
marking and record-keeping with a few exceptions. In the area of tracing cooperation 
and, to some extent, implementation, it goes well beyond existing norms1 (see Annex 
I for the full document of the UN M&TI).

1 Connecting the Dots. The International Tracing Document, by Glen Mc Donald, Small Arms Survey Yearbook 2006, 
p.95
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2. Importance and benefi ts of  marking 
SALW
Despite provisions on marking and tracing in a number of regional and international 
agreements (see Annex II for a selection of countries and their regulations on marking 
and tracing of SALW) and the existence of global frameworks for tracing cooperation, 
such as the existing Interpol systems, tracing mechanisms are not yet fully suffi cient 
to reliably trace weapons and ammunition from their production through their various 
transfers from one owner to the next. In particular, SALW recovered from armed 
confl icts can rarely be traced to the specifi c point at which they were diverted into the 
illicit trade.2 However, to actually be able to trace a weapon, it must have a unique 
marking, and this marking must be adequately recorded.

Note: A “marking” is a unique set of numbers and/or symbols placed on a weapon 
to indicate its country of origin and/or country of last import as well as the weapon’s 
serial number (see sub-section 5. Marking SALW – technical issues for more details on 
what type of information a mark should ideally contain). A marking therefore provides 
basic information that can help identify the weapon itself, as well as its history: e.g. 
the weapon’s previous owners or manufacturers. 

Box 1: UN M&TI, Excerpt from Section III, Marking 
(paragraphs 7-10)

7. The choice of methods for marking small arms and light weapons is a national 
prerogative. States will ensure that whatever method is used, all marks required 
under this instrument are on an exposed surface, conspicuous without technical aids 
or tools, easily recognizable, readable, durable and, as far as technically possible, 
recoverable.

8. For the purpose of identifying and tracing illicit small arms and light weapons, 
States will:

(a) Require marking at the time of manufacture, with:
� Name of the manufacturer;
� Country of manufacture;
� Serial number / other alphanumeric or numeric code.

States will also promote marking of the year of manufacture, weapon type/
model, calibre.

(b) Require appropriate simple marking on each imported SALW permitting 
identifi cation of the:

� Country of import;
� Year of import, where possible.

States shall also require a unique marking on imported weapons that do not 

2 Tracking Lethal Tools. Marking and Tracing Arms and Ammunition: a central piece of the arms control puzzle, by 
Amnesty International, Oxfam, and IANSA (International Action Network on Small Arms), for the Control Arms 
Campaign, p.5, http://www.oxfam.org.uk/what_we_do/issues/confl ict_disasters/downloads/tracking_lethal_tools.
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already bear markings, with the exception of temporary imports or imports of 
museum artefacts. 

(c) Ensure that all weapons transferred from government stocks to civilian
use are marked, identifying the country from whose stocks the
transfer is made;
(d) Ensure that all small arms and light weapons in the possession of 
government armed and security forces are duly marked. Markings on 
these small arms and light weapons do not necessarily have to meet 
the requirements of subparagraph 8 (a) above;
(e) Encourage manufacturers of small arms and light weapons to 
develop measures against the removal or alteration of markings.

9. Ensure that all illicit small arms and light weapons that are found on their territory 
are uniquely marked and recorded, or destroyed, as soon as possible. 

10.Ensure that every small arm or light weapon always receives the unique markings 
prescribed in subparagraph 8 (a) above…to an essential or structural component of the 
weapon where the component’s destruction would render the weapon permanently 
inoperable… .

Source: International Instrument to Enable States to Identify and Trace, in a Timely and 
Reliable Manner, Illicit Small Arms and Light Weapons (UN M&TI), pp.3-4, 
http://www.un.org/events/smallarms2006/pdf/international_instrument.pdf

The marking of SALW can help identify the weapon’s country of origin, 
manufacturer and/or last country of import, and can hence be viewed as 
a prerequisite to becoming engaged in the control of illicit SALW. As SALW 
often get “lost” from insecure stockpiles, or are legally sold and then diverted into 
illicit routes, marking, record-keeping and tracing of SALW can be basic 
preventive measures implemented at the national level to prevent illicit 
traffi cking of SALW at the national, regional and international levels. 

Exercise 2: Why is marking important?
In small groups of 2-3 people, discuss why the marking of SALW is important and 
record your answers.

Note: Marking of weapons on import, as recommended in the M&TI (Section III, 
8b; see Box 1 above) is critical to tracing a weapon down its transfer chain. This is 
particularly true if the weapon is old and has been in circulation for a long time, which 
is the case with many confl ict weapons. States should take all necessary measures to 
ensure that all weapons are marked on import.
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3. Towards the UN Instrument on Marking 
and Tracing
As many legally manufactured, transferred and/or stored SALW enter illicit circulation, 
and by doing so become untraceable, marking and tracing of SALW are crucial 
elements in:

Preventing arms from falling into “the wrong hands”, for example 
through the sale or theft of military or police surplus SALW stocks; and 
from being used in criminal activities, armed confl icts and/or human 
rights abuses; 

Effectively tackling the illicit trade in SALW.

Marking and tracing systems can have a preventive role in helping to 
deter people from misusing or diverting arms to illicit destinations. 

The overall objective of marking 
SALW and record-keeping is:
• To establish strict state control 

of arms transfers. This helps 
prevent illicit traffi cking and 
misuse of SALW.

International tracing procedures (though they are 
not, as yet, established) would enable offi cials to:
• Track illicit arms from their point of production 

and discover at which point they may have 
been diverted or used in violation of national 
and/or international law. 

• Determine whether these arms were purchased 
legally or not.

Tracing also plays a crucial role in criminal 
investigations and in establishing the evidence and 
proof required for convictions of those possessing, 
using, transferring, or brokering weapons in 
violation of national and/or international law.
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Marking of 
all nationally 
manufactured 
and stockpiled 
(and ideally 
imported) 
SALW.

Marked 
weapons are 
registered 
into a national 
database.

This leads to 
better control 
over national 
stockpiles, 
more accurate 
numbers, and 
an overview of 
weapons held 
and by whom 
(i.e. security 
forces, civilian).

If a weapon is 
found to have 
been diverted into 
the illicit sphere, 
its markings and 
corresponding 
records permit 
tracing the weapon 
back to its previous 
owner, last country 
of import and/or 
manufacturer by 
means of existing 
records. These 
help to reconstruct 
the chain of 
possession from 
that point onwards, 
as far as records 
and cooperation 
received from the 
record-holders 
allows.

Legal action can 
then be taken 
against the 
perpetrator.

Note: In December 2001, the UN General Assembly established a Group of 
Governmental Experts on Tracing Illicit SALW (GGE), as a direct follow-up of the UN 
Programme of Action to Prevent, Combat and Eradicate the Illicit Trade in Small Arms 
and Light Weapons in all its Aspects (UN PoA, 2001). Pursuant to the GGE’s report of 
July 2003, an Open-Ended Working Group Tracing Illicit SALW (OEWG) was set up in 
December the same year. Building upon the work of the GGE, the OEWG compromised 
on the draft of today’s M&TI after heated discussions in June 2005. The Instrument 
was fi nally adopted by the UN General Assembly in December 2005. For details on the 
work of the GGE and the OEWG, see Connecting the Dots. The International Tracing 
Document, by Glen Mc Donald, Small Arms Survey Yearbook 2006 (Chapter 4).

Causal chain chart: benefi ts of marking
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Advantages of  the UN M&TI

The instrument applies to all UN member states and is hence universal in 
scope. All UN member states have committed themselves to meeting the set out 
requirements.

While the UN M&TI’s obligations relating to marking and record-keeping are 
technically similar to those of the UN Firearms Protocol, it helps strengthen 
existing minimum standards on record-keeping by substantially 
extending the minimum period over which records must be kept. 

Its substantial elaboration of obligations and procedures for reliable 
and timely cooperation in tracing illicit SALW. 
Note: The instrument encourages technical and fi nancial assistance and 
cooperation on implementation, though it does not establish specifi c mechanisms 
or procedures to promote and facilitate such cooperation. 
The UN M&TI aims to tackle illicit weapons in both crime and confl ict 
settings.

It provides for cooperation with both the UN and Interpol, including 
exchange of key information concerning markings used to indicate the country of 
manufacture and country of import3. 

The M&TI looks to the future, committing states to regular reports and 
meetings on the instrument’s implementation. Its reporting and review 
mechanisms are explicitly integrated with those of the PoA itself. Hence, states 
will review the implementation and future development of this instrument 
within the framework of PoA Review Conferences. These reviews could 
not only potentially lead to the instrument’s transformation from a political to a 
legally binding agreement, but could also result in a further development of the 
instrument’s content4. 

The instrument extends the length of time that states are required to 
keep weapons records, thereby extending the UN Firearms Protocol’s 10-year 
standard.

Source: Adapted from “Reviewing Action on Small Arms 2006. Assessing the fi rst fi ve years of 
the UN programme of Action. Biting the Bullet”.

Disadvantages of  the UN M&TI
The new International Tracing Instrument is politically but not legally  
binding. 

While the instrument’s scope is generally wider than that of the UN Firearms 
Protocol, it does not cover SALW ammunition, but only weapons, their parts 
and components. 

3 Too close for comfort: an analysis of the UN tracing negotiations, Peter Batchelor and Glenn McDonald, p.45, In:  
Disarmament Forum, “Taking Action on Small Arms, 2006 no. 1, http://www.unidir.ch/pdf/articles/pdf-art2429.pdf

4 Cf. above
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Note: While the majority of states wanted ammunition to be included in the 
instrument a number of states viewed that ammunition was seen to raise issues 
that differ from those relating to SALW. The USA and a few other countries hence 
insisted that ammunition was excluded. The Open-Ended Working Group (OEWG) 
that negotiated the tracing instrument recommended, however, that the issue of 
ammunition be addressed in a comprehensive manner as part of a separate UN 
process5.

Its mechanisms for promoting implementation of the instrument at the national 
and international level, and further development of the instrument are not very 
specifi c.

Import marking is strongly recommended but is not mandatory, which is the 
document’s key weakness. The older the weapon, the more likely it is that the 
record-keeping chain will be broken. An import mark would considerably increase 
the chance of a successful trace6.

Though the UN M&TI aims to tackle illicit weapons in both crime and confl ict 
settings, the UN M&TIs’ framework for confl ict tracing is underdeveloped as it 
does not provide specifi cs.

Source: Adapted from “Reviewing Action on Small Arms 2006. Assessing the fi rst fi ve years of 
the UN programme of Action. Biting the Bullet”.

3.1 The Firearms Protocol
Besides the UN M&TI, several other already existing international and regional 
agreements include issues related to the marking and tracing of SALW.  One of them 
is the UN Firearms Protocol, which entered into force in July 2005. It complements 
the UN PoA and includes several legally-binding commitments relating to the marking, 
record-keeping and tracing of fi rearms. The protocol:

Includes fi rm and specifi c obligations on marking, including the requirement for 
unique marking at the point of manufacture of each fi rearm with:

• The manufacturer’s name.
• The country or place of manufacture. 
• The serial number or alternative user-friendly and unique marking 

system.
• Simple additional marks at the point of importation. 

Commits states to ensure the maintenance of records for at least 10 years to 
enable the tracing of fi rearms and, where possible, their parts, components and 
ammunition. 

5 The International Tracing Instrument: Challenges and Opportunities. PrepCom side event, 2006 Small Arms Re-
view Conference, by Glen McDonald, Small Arms Survey, UN New York, 13 January 2006, p.1

6 Adapted from: The International Tracing Instrument: Challenges and Opportunities. PrepCom side event, 2006 
Small Arms Review Conference, by Glen McDonald, Small Arms Survey, UN New York, 13 January 2006, p.2
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Has strong overall commitments on cooperation on tracing, including:
• An obligation to provide prompt responses to requests for assistance 

in tracing. 
• Cooperation on technical training and assistance. 

A weakness of the Firearms Protocol is that it does not specify further the 
obligations and procedures for cooperation in tracing and only focuses on weapons 
related to crime (for a comparative analysis of the UN Firearms Protocol, UN PoA 
and UN M&TI see Annex III).

Note: In addition to the UN Firearms Protocol, other existing international and 
regional agreements contain provisions for substantial politically or legally binding 
commitments on marking, record-keeping and tracing of SALW. These are however 
not discussed within the framework of this training module. For more details and a 
comparison, see Connecting the Dots. The International Tracing Document, by Glen 
Mc Donald, Small Arms Survey Yearbook 2006 (Chapter 4).

4. Marking SALW – challenges
Most states apply their own national laws or regulations with respect to the marking 
of SALW and record-keeping associated with their national manufacture and trade. As 
a result, little, if any inter-state harmonization as regards marking, record-
keeping and tracing exists to date in most parts of the world. The M&TI attempts 
to address this lack of harmonization by establishing common minimum standards for 
marking and record keeping of nationally manufactured or imported SALW.

Additionally, marks on weapons may:
• Be missing. 
• Be misleading. 
• Have largely been removed or completely removed to conceal origin or 

ownership. 
• Be false to deliberately disguise the manufacturer and/or country of 

manufacture. 
• Be incomplete. 

During the lifespan of a weapon, old or malfunctioning components of a weapon 
may often be replaced by new components or spare parts from other weapons. 
Thus an individual illicit weapon may be pieced together with components coming 
from a variety of sources7.  

Marks with information on the manufacturer and/or country of manufacture are 
of limited use for tracing purposes in the absence of a further ‘unique identifi er’ 
or serial number of that particular weapon. 

7 TRACING ILLICIT  SMALL ARMS. Opportunities for the fi rst substantive session of the Open-Ended Working Group 
on Tracing Illicit Small Arms and Light Weapons, IANSA, DRAFT – MAY 2004, P.4, HTTP://WWW.IANSA.ORG/IS-
SUES/DOCUMENTS/IANSA_POSITION_PAPER_ON_TRACING.DOC
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Some national armed forces specify that weapons manufactured for them be 
without marks so they can apply their own markings later. Such unmarked weapons 
can fi nd their way into illicit proliferation through diversions during delivery and 
theft from stockpiles. Unmarked or inadequately marked arms may intentionally 
be stocked for transfer to political allies that a government wishes not to be seen 
openly supporting8.

Further elements that are often diffi cult or even lacking are cooperation, 
coordination, and communication between governments on issues 
surrounding marking and tracing. One reason for this absence of cooperation 
may be due to technical issues and diffi culties of marking.

Box 2: Missing elements
In addition to the above, standards on how to read the marking on a weapon, e.g. 
what the abbreviations and/or symbols stand for (year, name of manufacturer, country 
of origin), is not yet available. It is hence very important and recommended that:

Security personnel who are dealing with these issues be well trained;

Cooperation be encouraged between:
• national agencies holding SALW, as well as 
• regional and international law and security enforcement personnel.

5. Marking SALW – technical issues

5.1 What minimum information should a mark 
contain? 
To understand the challenges of marking SALW and small arms ammunition, it is 
important to fi rst understand how they are marked. To date, different states 
use different technologies and formats to mark their weapons, and the 
information provided in the marking varies. While the M&TI leaves it up to the 
individual State to determine the method of marking (e.g. stamping, engraving, 
etc.), the M&TI specifi es the characteristics the marking should contain (see UN 
M&TI, paragraph 7, in Box 1 above).

Have a closer look at Box 3 below to see what a marking can look like and the type of 
information it can contain. For more information on marking of small arms ammunition 
and ammunition lots, see Section 4 and Annex V.

8 Tracking Lethal Tools. Marking and Tracing Arms and Ammunition: a central piece of the arms control puzzle, by 
Amnesty International, Oxfam, and IANSA (International Action Network on Small Arms), for the Control Arms 
Campaign, p.9, http://www.oxfam.org.uk/what_we_do/issues/confl ict_disasters/downloads/tracking_lethal_tools.
pdf
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Box 3: Location and sample of  German markings
Sample of German proof fi ring mark:

1) Type of weapon/model
2) Property stamp/weapons’ owner [in this case: BW 

(Bundeswehr, the Federal Armed Forces)]
3) Manufacturing number
4) Asterisk for system maintenance center
5) Month/year of manufacture (right-hand side: month/year 

of major repair, monogram of maintenance center)
6) Proof fi ring stamp/inspection stamp
7) Manufacturer’s stamp [in this case: H&K (Heckler & Koch)]
8) Mark for modifi ed catch
9) Proof fi ring stamp
10) Last three digits of item no

Source: National Report on the Implementation of the United Nations Programme of Action to Prevent, Combat and 
Eradicate the Illicit Trade in Small Arms and Light Weapons in All Its Aspects, Federal Republic of Germany, Berlin, 
April 15, 2007, p.52
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Source: IMI
Note: Markings are clearly visible on the frame, above the hand grip.
Markings are usually found on the bolt/bolt carrier, the receiver/frame and 
the barrel of each weapon (see illustration above of weapon parts). 

5.2 Marking of  newly manufactured weapons
Some governments, the German government among others, request that all 
manufactured weapons be marked at the point of production with a unique serial 
number, manufacturer’s mark and country code (see Annex IV on marking and tracing 
procedures of SALW in Germany). This information is placed on the weapon’s essential 
or structural components, is clearly visible and of a permanent nature. At times there 
is a specifi cation that marks should be applied to places that are diffi cult to reach and/
or the removal of which would make the fi rearm inoperable. Following best practice, 
additional marks should furthermore identify the year of manufacture, and the year 
and country of import, in line with the strong recommendations made by the UN M&TI 
(See Box 1 above).9

Note: Other ‘Best Practice Guides’ are complementary to the measures and 
recommendations of the UN M&TI. These include guides being developed by GRIP 
and the OSCE Best Practice Guide Series on issues related to marking and tracing of 
SALW. 

9 Tracking Lethal Tools. Marking and Tracing Arms and Ammunition: a central piece of the arms control puzzle, by 
Amnesty International, Oxfam, and IANSA (International Action Network on Small Arms), for the Control Arms 
Campaign, p.9, http://www.oxfam.org.uk/what_we_do/issues/confl ict_disasters/downloads/tracking_lethal_tools.
pdf
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Exercise 3:

Take a close look at the photo provided by your trainer. Look at its marking and try to 
identify the model of the weapon, its manufacturer, its serial number and the year it 
was produced in. Are these markings in line with the UN M&TI?

Trainee Note (Exercise 3)

Note that the order and format of the markings are normally dictated by the national 
manufacturer. The MT&I does not recommend a universal format (i.e. order of 
information) for SALW markings, as these must fi rst serve the needs of the national 
manufacturer and relevant authorities. The trick to understanding the markings is to 
ensure they are properly recorded. 

5.3 Marking techniques
A large variety of marking techniques can be used, but markings should be easily 
identifi able, diffi cult to alter or remove and, if altered or removed, easily recoverable 
through technical means. A comparison of the various techniques available requires 
an analysis based on a number of criteria, such as resistance to erasing (through 
wear and tear or as the result of deliberate counterfeiting), information accessibility, 
information storage capability, maintenance, cost, etc. Moreover, the choice of a 
technique should take into account the material of which the weapon is made (steel, 
alloys or resins), and the type of weapon to be marked.

Box 4: Traditional processes of  marking SALW—OSCE 
Best Practice
Note: With a number of issues relating to marking and tracing and their implementation, 
the OSCE Best Practice Guide goes into more detail than the UN M&TI. We therefore 
recommend you to consider this guide as a complementary document to the UN 
M&TI.

i)  Stamping: Suffi cient force is applied to a matrix bearing the information. Under 
the impact of the force applied, the matrix produces a mark by making an indent 
in the metal. The depth of the mark depends on the matrix used, the metal to be 
marked and the degree of force applied.

ii) Casting.
iii) Engraving: Removing metal with engraving tools such as hand-held chisels, 

routers, acid or laser beams.
iv) Hot marking: Used particularly for resin parts.
v) Riveting or soldering a plate: Notably for certain thin metal fi rearms on which 

other processes would be hard to use. 

For barrelled weapons, stamping is generally thought to provide the best guarantee in 
terms of resistance to erasing, accessibility of information and cost. Contrary to other 
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processes, stamping actually substantially alters the molecular structure of the metal, 
which ensures that the data will remain despite attempts to erase it.

Very different techniques may be preferred for some light weapons (mortars, portable 
rocket launchers, grenade launchers, etc). If possible, a weapon should be marked in 
such a way that removing or altering markings will render the weapon permanently 
inoperable. Research is under way to perfect sophisticated marking systems involving 
new technologies that still require substantial investment. These technologies 
include:

• Chemical tracers.
• Radio frequency identifi cation (RFID) systems.
• Electronic chips inserted into weapon structure.
• Adding a traceable metallic element to the steel or aluminium alloy.
• Including coloured particles in the steel or plastic parts.
• Mechanical deformation10.

Other provisions for reliable marking

To provide maximum guarantees, marking must be included in the manufacturing 
process and should be certifi ed by internationally recognized quality standards11. 
The administrative bodies and economic agencies responsible for marking at each 
stage of a marked weapon’s life should be explicitly designated in national legislation 
and regulations, as should the marking system they should apply. In any agreement 
on the transfer of a licence or relocation of production activity, the commercial and 
industrial clauses governing the operation should provide for the implementation of 
specifi c marking provisions, as defi ned both by this guide and a suitable industrial and 
commercial monitoring facility. 

Source: Best Practice Guide on Marking, Record-keeping and Traceability of Small Arms and 
Light Weapons, pp.6-7, http://www.osce.org/publications/fsc/2003/12/13550_31_en.pdf

Box 5: Marking of  small arms by German weapons 
manufacturer Heckler & Koch
The means by which Heckler & Koch weapons are marked depends on the carrier 
material, that is, the material the weapon is made of:

� While previously the metal was engraved mechanically, markings today are nearly 
 always laser-engraved. 
� Plastic is being stamped using injection molding machines during the production 
 process.

10 This last method consists of making minute holes to mark a code on the weapon’s frame. Once the production 
process is complete, the weapon is polished to render the marking invisible. To recover the marking, a suitable 
chemical solution is used or the weapon is x-rayed.

11 See OSCE Best Practice Guide on National Controls over Manufacture of Small Arms and Light Weapons, downloa-
dable from: http://www.osce.org/publications/fsc/2003/12/13550_30_en.pdf
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Where are H&K markings situated on a weapon?

The markings of H&K weapons can be found on the main part of the weapon, such as 
the barrel, barrel catch and, in some weapons, the handle. Weapons with exchangeable 
parts contain markings on all parts that can be exchanged, e.g. the barrel, slide or 
bolt.

Note: The position of the markings on the weapon also depends on:

� The material the weapon is made out of. 
� Its design. 
� Whether it as a long gun (a fi rearm with an extended barrel) or a handgun.

What information does the marking contain?

� Manufacturer’s name, in this case “H&K”, or the registered trademark.
� The type of ammunition that can be shot from this weapon.
� A unique consecutive manufacturing number.

Regulations

� All weapons that are produced in Germany require the same markings due to 
 legal weapons regulations.
� The marking of weapons that were produced abroad as part of a license-
 production is regulated by the national laws and regulations of that country.
� The markings of H&K weapons are carried out in agreement and under the control 
 of the offi cial Bureau for fi rearms and explosives, the “Beschussamt”.

Source: Information obtained from Heckler & Koch (June 2007) and translated by Christine 
Beeck.

5.4 Marking of  already produced SALW
Large numbers of inadequately marked SALW are currently stored in military, offi cial, 
dealers’ and manufacturers’ stockpiles all over the world. To help prevent them 
from “leaking” into the civilian market it is strongly recommended that appropriate 
identifi ers to register weapons that are brought out of stockpiles into active service 
or are transferred to the civilian market or other destinations are applied12. As the 
marking of already manufactured weapons can be a costly affair, alternative means of 
marking could be used, as outlined in Box 6 below.

12  Tracking Lethal Tools. Marking and Tracing Arms and Ammunition: a central piece of the arms control puzzle, by 
Amnesty International, Oxfam, and IANSA (International Action Network on Small Arms), for the Control Arms 
Campaign, p.10, http://www.oxfam.org.uk/what_we_do/issues/confl ict_disasters/downloads/tracking_lethal_
tools.pdf
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Box 6: Marking of  weapons recovered during “Weapons 
for Development Programmes”—case study Sierra Leone
To overcome the fact that a large number of weapons recovered during weapons 
collection programs were locally made and therefore did not have a serial number, 
the UNDP Arms for Development Project in Sierra Leone produced their own “serial 
numbers” on stickers. One sticker was placed on each collected weapon, and this 
number appeared on all forms and receipts that were given to both the police and 
the owner. 

The same procedure could be applied to weapons that have already been manufactured 
but have not yet been marked.

Exercise 4: Marking weapons with stickers (see Box 6 above) is rather a temporary 
solution than a permanent means to mark small arms, as stickers are removable. 
What alternative methods can you think of?
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Section 2 Record-keeping and 
SALW databases 
Objectives of  Section 2:
By the end of this section, each trainee should have:

An understanding of the importance of record-keeping in the marking and tracing 
process, and the relevant standards set by the M&TI.
A good overview of a variety of existing practices and means of record-keeping 
of marked SALW. 

Note: The marking of SALW is only useful when the marked weapon is then 
registered into a (national) database recording basic information on the 
weapon and its history, beginning with its manufacture. Record-keeping is 
therefore a crucial element, as the collection and maintenance of data facilitates the 
identifi cation of a weapon, its legal status and the location of its storage, at a given 
stage of its life. Equally important is the timely and easy access of this information 
that is usually held by sub-national authorities, for example by a national tracing point 
of contact.
Records can be entered and kept either manually or electronically in databases.



Notes 

MAT 07B01    Section 12

Notes 

MAT 07B01    Section 22



   

MAT 07B01    Section 1 3

Marking and Tracing of  Small Arms and Light Weapons (SALW)

   

MAT 07B01    Section 2 3

Exercise 1: What information should records contain? Discuss in small groups and 
write your answers into the box below (second from right).

Marking of 
all nationally 
manufactured 
and stockpiled 
(and ideally 
imported) SALW.

Marking is a 
prerequisite 
for tracing 
illicit weapons. 
However, 
markings do not, 
by themselves, 
allow for the 
identifi cation of 
the trade route of 
a weapon.

Marked weapons 
are registered 
into a national 
database.

An accurate and 
comprehensive 
record-keeping 
system of all 
SALW under 
a State’s 
jurisdiction must 
be maintained.

This leads to 
better control 
over national 
stockpiles, 
more accurate 
numbers, and 
an overview of 
weapons held and 
by whom (i.e. 
security forces, 
civilian).

These records 
allow for the 
timely and 
reliable retrieval 
of information.

Records should 
contain 
information on: 
•
•
•
•

If a weapon is 
found to have been 
diverted into the illicit 
sphere, its markings 
permit tracing the 
weapon back to its 
previous owner, last 
country of import 
and/or manufacturer 
by means of existing 
records. These help 
to reconstruct the 
chain of possession 
from that point 
onwards, as far 
as records and 
cooperation received 
from the record-
holders allows.

Legal action can then 
be taken against the 
perpetrator.

1. Benefi ts of  record-keeping

Causal chain chart: benefi ts of record-keeping
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Box 1: UN M&TI, Excerpt from Section IV, Record-keeping 
(paragraphs 11-13)
11. The choice of methods for record-keeping is a national prerogative. … 

12. From the time of the adoption of this instrument, records pertaining to marked 
small arms and light weapons will, to the extent possible, be kept indefi nitely, but in 
any case a State will ensure the maintenance of:

(a) Manufacturing records for at least 30 years; and
(b) All other records, including records of import and export, for at least 20 
 years.

13. States will require that records pertaining to small arms and light weapons held 
by companies that go out of business be forwarded to the State in accordance with 
its national legislation.

Source: International Instrument to Enable States to Identify and Trace, in a Timely and 
Reliable Manner, Illicit Small Arms and Light Weapons (UN M&TI), p.4, http://www.un.org/
events/smallarms2006/pdf/international_instrument.pdf

2. Challenges of  record-keeping
As was illustrated in Section 1, markings of SALW are important and necessary to 
identify the point of manufacture of a weapon. But only in combination with the 
accurate registration of all manufactured and nationally stockpiled (and ideally 
imported) SALW can the necessary information, and in particular a weapon’s transfer 
and re-transfer routes be provided that is needed to trace the supply chain of that 
particular weapon.

However, even where accurate records exist, they are often scattered, as 
manufacturers, dealers or exporters hold some information, while customs 
and/or other authorities or ministries keep other information. As many 
national systems still rely on paper-based documentation, information on different 
documents, such as payment invoices and receipts or cargo manifests and waybills, 
is usually not cross-referenced13 and often not easily accessible due to a fragmented 
system of record-keeping. This can have an impact on the timely and reliable retrieval 
of information needed for tracing a weapon. 

Note: The identifi cation and registration of SALW and ammunition items takes a 
considerable amount of time.

13 Tracking Lethal Tools. Marking and Tracing Arms and Ammunition: a central piece of the arms control puzzle, by 
Amnesty International, Oxfam, and IANSA (International Action Network on Small Arms), for the Control Arms 
Campaign, p.13, http://www.oxfam.org.uk/what_we_do/issues/confl ict_disasters/downloads/tracking_lethal_
tools.pdf
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Exercise 2: What are potential diffi culties and challenges of record-keeping? Discuss 
in small groups.

Note: With a number of issues relating to marking and tracing and their implementation, 
the OSCE Best Practice Guide goes into more detail than the UN M&TI. We therefore 
recommend you to consider this guide as a complementary document to the UN 
M&TI.

Box 2: Different registration levels—OSCE Best Practice
When to register weapons:

1. States should refer to the following record-keeping scheme, to be 
followed in accordance with their own legal system.
i) At manufacture: A record should be kept by the manufacturer of SALW produced 

(see OSCE Best Practice Guide on National Controls over Manufacture of Small 
Arms and Light Weapons, downloadable from:

 http://www.osce.org/publications/fsc/2003/12/13550_30_en.pdf)
ii) At testing: If a State participates in a proof-testing regime for SALW, a record of 

testing for each individual weapon should be kept by the agency conducting the 
testing.

iii) At import: The importer of SALW or other designated body should maintain a 
record of every weapon imported at the time of entry into the country (see OSCE 
Best Practice Guide on Export Control of Small Arms and Light Weapons http://
www.osce.org/publications/fsc/2003/12/13550_34_en.pdf)

iv)  At commercial sale: The retailer should keep and maintain a record of every 
weapon sold from its inventory or submitted to any other operation in its 
installation.

v)  At possession: A record should be kept of the allocation of SALW to a public 
department. This record could also be kept by authorities issuing holding 
authorizations for other persons (see OSCE Best Practice Guide on National 
Procedures for Stockpile Management and Security, 

 http://www.osce.org/publications/fsc/2003/12/13550_32_en.pdf)
vi)  In case of loss or theft: A record should be kept of lost or stolen weapons to 

facilitate prompt notifi cation of national competent authorities (see OSCE Best 
Practice Guide on National Procedures for Stockpile Management and Security, 

 http://www.osce.org/publications/fsc/2003/12/13550_32_en.pdf)
vii)  At destruction: A record should be maintained of weapons destroyed at the 

direction of competent national authorities by those carrying out the destruction 
(see OSCE Best Practice Guide on National Procedures for the Destruction of Small 
Arms and Light Weapons,  http://www.osce.org/publications/fsc/2003/12/13550_
36_en.pdf)
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All the above information shall be made available to the competent national authorities 
if requested by national law.

2. Registers
All registers used for record-keeping should be appropriately authenticated. States 
shall assure the maintenance for as long as possible, and no less than ten years, 
of the information necessary to trace and identify SALW to enable them to carry 
out successful tracing. If entities other than governmental bodies are authorized to 
maintain certain records, they shall ensure the conservation of the above-mentioned 
information for as long as they perform this activity. On completion of this function, those 
entities shall transmit the registers in their possession to the competent governmental 
authority or to the dealer taking over this activity.

3. Nature of registered information
The information to be recorded at the stages mentioned above should, at a minimum, 
include for each weapon:

The identifi cation marking.
A precise description of the weapon, notably its type and model.
All additional, possibly coded, information affi xed on the weapon.

As appropriate, a record could be kept of the origin and destination of the weapon 
and, eventually, of the export or import licences.

4. Non-registered SALW
Non-registered SALW, where legally held, should be submitted to offi cial regulation. 
The competent authority would then be responsible for recording their possession. 
If those fi re-arms weapons are not properly marked, they should be recorded at the 
time of regularization marking.

Illicitly manufactured or traffi cked SALW may only be regularized if approved by a 
competent legal authority, and for a specifi c purpose, such as for museums or law 
enforcement training. States shall adopt the necessary measures to ensure that all 
SALW seized, confi scated, or forfeited as the result of illicit manufacturing or traffi cking 
do not fall into the hands of unauthorized persons or entities.

Source: Best Practice Guide on Marking, Record-keeping and Traceability of Small Arms and 
Light Weapons, pp.8-9, http://www.osce.org/publications/fsc/2003/12/13550_29_en.pdf
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Exercise 3: What information is needed for a weapon’s registry form? Design a 
registry form. Work in groups.

Trainee Note
If IT resources are limited, all records can be held manually in binders. Or else, 
information can be kept in an EXCEL sheet on your computer or by means of an 
electronic software programme. There are also some useful model forms or samples 
of fi rearm registration requirements that can be used: electronic resources include 
the Firearms Reference Table FRT, produced by the Royal Canadian Mounted Police 
(FRT Section, Forensic Laboratory Services. PO Box 8885. Ottawa, Ontario, CANADA. 
K1G 3M8. Email: FRT-TRAF@rcmpgrc.gc.ca), or the OSCE Handbook of Best Practices 
on Small Arms and Light Weapons (http://www.un.org/Docs/sc/committees/1373/
handbook.pdf). 

No matter what type of record-keeping you choose, ensure the following information 
is included:

Identify weapon (weapon class, e.g. assault rifl e, etc).
Identify weapon type* (G3, M16, etc.).
Country of manufacture.
Serial number*.
Manufacturer’s mark.
Batch mark.
Owner’s mark.

(* a must)
You may want to add where the weapon in question was found, if it is licensed, etc. 

Note: Manual accounting is not a problem; however it can be a labor-intensive task 
to input all the data accurately into a database.
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Section 3 Tracing SALW 
Objectives of  Section 3:
By the end of this section, each trainee should have:

A good understanding of how marking, record-keeping and tracing interlink and 
depend on each other and the relevant standards in the M&TI.
A good overview of the purpose and procedures of tracing.

1. Benefi ts of  tracing SALW

Exercise 1: What is the objective of tracing (often illicit) weapons? What are some 
reasons for tracing? Discuss in small groups and record your answers in the chart 
below.

Marking and accurate record-keeping are mandatory for the reliable tracing of a 
weapon. Weapons can be traced within the framework of a criminal investigation 
or within the framework of weapons seizures. Its main purpose is to provide a trail of 
ownership which can assist in two activities:

To conduct a criminal investigation (when and where the weapon might have 
been used).
To contribute to prevent the spread of illicit weapons by tracing sources of 
diversion.

To trace a weapon, the national weapons registers will need to be checked for the 
weapon recovered or seized, and if it cannot be found in there, it can be assumed that 
the weapon in question must have been illicitly imported. If the recovered weapon 
has markings, the country that recovered the weapon (country A) can approach the 
country of origin (country B), or the last country of import (country C), and can 
request cooperation in tracing the weapon back to its manufacturer including all 
intermediate owners (see Annex VI Tracing process of a recovered weapon). Using 
existing records, country B can reconstruct the transfer chain of the weapon circulated 
under its jurisdiction. Cooperation in tracing is a crucial element that needs to be 
strengthened, as it could contribute substantially towards the prevention of the trade 
and diversion of illicit SALW. 

Effective tracing would not only contribute to improving security within a country, 
but would also prevent the spread of illicit weapons to neighboring countries, and 
thus have an impact at the international level. The effectiveness of tracing at the 
international level hence very much depends on the measures taken at the national 
level and can only be effective if such integrated measures are in place (see Figure 
1, Section 5).

Tracing enables governments to track these sources of diversion (see Annex VIII From 
producer to consumer). Sources can include corrupt individuals, police institutions or 
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other forms of diversion, such as through brokers that may have played a role in the 
weapon’s illicit proliferation. Identifying these sources can enable legal action or assist 
in the decision to use another broker. 

Box 1: UN M&TI, Excerpt from Section V, Cooperation in 
tracing (paragraphs 14–23)
General
14. While the choice of tracing systems will remain a national prerogative, States 
will ensure that they are capable of undertaking traces and responding to tracing 
requests... .

15. States receiving information related to tracing illicit small arms and light weapons in 
accordance with the provisions of this instrument ... will guarantee the confi dentiality 
of such information. Restrictions on use may include, inter alia:

(a) The information exchanged will be released only to competent authorities 
 designated by the requesting State and/or authorized personnel, ...;
(b) The information exchanged will be used only for purposes consistent with this 
 instrument; or
(c)  The information exchanged may not be released to anyone else without the prior 
 consent of the State providing that information. 
 ...

Tracing requests
16. A State may initiate a tracing request in relation to small arms and light weapons 
found within its territorial jurisdiction that it considers to be illicit... .

17. To ensure smooth and effective cooperation in tracing, requests for assistance in 
tracing illicit small arms or light weapons will contain suffi cient information, including, 
inter alia:

(a) Information describing the illicit nature of the small arm or light weapon, including 
 the legal justifi cation therefore and, to the extent possible, the circumstances 
 under which the small arm or light weapon was found;
(b) Markings, type, calibre and other relevant information to the extent possible;
(c) Intended use of the information being sought.

Responses to tracing requests
18. States will provide prompt, timely and reliable responses to tracing requests made 
by other States.

19. States receiving a tracing request will acknowledge receipt within a reasonable 
time.
...
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22. States may delay or restrict the content of their response to a tracing request, 
or refuse to provide the information sought, where releasing the information would 
compromise ongoing criminal investigations or violate legislation ... .

Source: International Instrument to Enable States to Identify and Trace, in a Timely and 
Reliable Manner, Illicit Small Arms and Light Weapons (UN M&TI), pp.4-5, http://www.un.org/
events/smallarms2006/pdf/international_instrument.pdf

Marking of 
all nationally 
manufactured and 
stockpiled (and 
ideally imported) 
SALW.

Marking is a 
prerequisite for 
tracing illicit 
weapons. However, 
markings do not, 
by themselves, 
allow for the 
identifi cation of the 
trade route of a 
weapon.

Marked weapons 
are registered 
into a national 
database.

An accurate and 
comprehensive 
record-keeping 
system of all SALW 
under a State’s 
jurisdiction must be 
maintained.

This leads to better control 
over national stockpiles, 
more accurate numbers, 
and an overview of 
weapons held and by 
whom (i.e. security forces, 
civilian).

These records allow for the 
timely and reliable retrieval 
of information.
Records should contain 
information on: 
• The weapon
• The owner
• Storage location
• Weapon’s history 
 (dates of transfer, 
 serial number, 
 countries of
 export/import/
 transfer, quantity)

If a weapon is found 
to have been diverted 
into the illicit sphere, 
its markings and 
corresponding records 
permit tracing the weapon 
back to its previous owner, 
last country of import 
and/or manufacturer by 
means of existing records. 
These help to reconstruct 
the chain of possession 
from that point onwards, 
as far as records and 
cooperation received from 
the record-holders allows.
Legal action can then 
be taken against the 
perpetrator.
The objective of tracing 
is to:

• 

• 

• 

• 

As SALW are illicitly traffi -
cked across borders from 
one armed confl ict to the 
next, or into criminal hands, 
cooperation is crucial.

Causal chain chart: benefi ts of tracing
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2. Interpol’s role
As regards the tracing of weapons used in crime, the PoA, the UN Firearms 
Protocol and the UN M&TI all support the role of Interpol in facilitating cooperation 
in tracing and encourage support for the Interpol Weapons Electronic Tracing System 
(IWeTS). 

Box 2: UN M&TI, Excerpt from Section VI, 
Implementation International Criminal Police 
Organization
33. States, where appropriate, will cooperate with the International Criminal Police 
Organization (Interpol) to support the effective implementation of this instrument.

34. States that are members of Interpol will promote the implementation of this 
instrument when participating in Interpol’s organs.

35. States, where appropriate, in accordance with Interpol’s statutory rules, are 
encouraged to make full use of Interpol’s mechanisms and facilities in implementing 
this instrument. Interpol may, at the request of the concerned State, assist in the 
following areas:
(a) Facilitation of tracing operations conducted within the framework of this 
 instrument;
(b) Investigations to identify and trace illicit small arms and light weapons;
(c) Wherever possible, building national capacity to initiate and respond to tracing
 requests.

Interpol
Interpol is the world’s largest international police organization, with 186 member 
countries. It facilitates cross-border police cooperation, and supports and assists all 
organizations, authorities and services whose mission is to prevent or combat crime.

Interpol’s initiatives relating to SALW
Interpol has two major initiatives relating to conventional weapons (fi rearms and 
explosives): the Orange Notice and the Interpol Weapons Electronic Tracing 
System (IWeTS). 

Orange Notice
Based on requests from the National Central Bureaus (NCBs) or international 
organizations with which Interpol has special agreements, the Interpol General 
Secretariat produces notices in all of the organization’s offi cial languages (Arabic, 
English, French and Spanish) which are color coded.  An Orange Notice provides a 
warning about weapons when there is reason to believe that it will help law enforcement 
and security offi cials identify a threat they might not normally detect. This generally 
involves fi rearms, especially small arms. The notices’ goal is twofold:
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To make it easier for law enforcement offi cers in all member countries to trace 
 fi rearms which have moved internationally. 
To increase the content of Interpol’s databases with fi rearm trace recovery data 
 from NCBs, which will expand the organization’s ability to support weapons 
 traffi cking investigations. 

Additionally, Interpol plans to add features, which will enhance law enforcement 
offi cers’ capacity to initiate successful fi rearm trace requests.
In 2006, the General Secretariat issued 4,556 notices; 9 of these were orange 
notices.

Interpol Weapons Electronic Tracing System (IWeTS)14

Interpol has been specifi cally mandated in Paragraph 35 of the “International 
Instrument to Enable States to Identify and Trace, In a Timely and Reliable Manner, 
Illicit Small arms and Light Weapons” to assist States with the: 

Facilitation of tracing operations conducted within the framework of this 
 instrument 
 and, 
Investigations to identify and trace illicit small arms and light weapons.

To meet this obligation Interpol designed the Interpol Weapons Electronic Tracing 
System known as IWeTS. In essence, this tool, combined with Interpol’s communication 
system, will give the law enforcement agencies of Member States the capability to 
trace illicit fi rearms that are being seized through law enforcement activities in their 
countries.

Once operational, IWeTS is assumed to be a network linking the databases related to 
SALW of Member States to Interpol. In addition, IWeTS will also host a comprehensive 
library of most fi rearms in existence, facilitating the identifi cation of such weapons 
used during an alleged crime. This combination will enable the law enforcement 
agencies to identify and trace such alleged illicit weapons. 

The prototype of IWeTS is currently being developed using Interpol’s I-24/7 computer 
system, linking it to the responsible agency in the US for law enforcement activities with 
regard to SALW, the Bureau of Alcohol, Tobacco, Firearms and Explosives (ATF). 

By simply completing a template located on the I-24/7 dashboard screen, law 
enforcement offi cers are provided with an easy method for requesting and responding 
to a trace on fi rearms recovered during an investigation.

The value of such a system for the law enforcement agencies of Member States 
is that it will make it easier for law enforcement offi cers to launch a trace of a US 
fi rearm allegedly used in the commission of a crime. Once the system has been tried 
and tested, Interpol will approach other Member States that manufacture arms and 
attempt to negotiate their integration into IWeTS.
14 Source: United Nations Conference to Review Progress made in the Implementation of the International Instru-

ment to Enable States to Identify and Trace, in a Timely and Reliable Manner, Illicit Small Arms and Light Wea-
pons, Position of the International Criminal Police Organization (Interpol), Report by: The Offi ce of the Special 
Representative of Interpol, to the United Nations, 29 June, 2006, http://www.un.org/events/smallarms2006/pdf/
Interpol.pdf
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Screenshots of IWeTS

Courtesy: INTERPOL

Courtesy: INTERPOL
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To live up to the second aspect of the mandate, the identifi cation of illicit SALW, 
Interpol will make available to the law enforcement services of Member States the 
Firearms Reference Table (CFRT) developed by the Royal Canadian Mounted Police 
(RCMP). This product is not only the most comprehensive of its kind, but is also 
updated continually. 

The CFRT provides the offi cer the opportunity to make a correct identifi cation of the 
seized fi rearm prior to submitting the fi rearm for tracing. Used in conjunction with 
IWeTS, Interpol will be able to offer its users a web-based solution to identify and 
trace illicit SALW.

Benefi ts to Member States using IWeTS 

There are also other incidental benefi ts for the law enforcement community to 
digitalizing the process in identifying and tracing illicit SALW. In essence these benefi ts 
mean that while a Member State submits a fi rearm trace via the I-24/7 system: 

The name of the individual from whom the fi rearm, alleged to have been used 
 in the commission of a crime, has been seized, will be checked against Interpol’s 
 nominal database for known criminals. 
The fi rearms will be checked to see if they have been reported lost, or stolen in 
 any other Member State, 
Should the individual suspected of having committed an offence possess a 
 passport, that passport too will automatically be checked through the Interpol 
 stolen and lost travel documents database. 
Should such a person possess a vehicle, this will automatically also be checked 
 through the Interpol Stolen Vehicle database.

Member States are automatically notifi ed if any of these queries reveal any information 
in the Interpol databases. Interpol will benefi t by populating its databases with 
information related to crime, gained from Member States requesting the tracing of 
fi rearms. Four countries; South Africa, Brazil, Tunisia and Czech Republic have been 
identifi ed as candidates to run the fi rst IWeTS pilot programs, predominantly to verify 
the integrity of the systems and procedures. Once feedback from these pilot programs 
has been collected and analyzed, IWeTS will be systematically made available to other 
member states.

The fi nal phase of IWeTS will be to connect Interpol’s I-24/7 system to the various 
databases on illicit SALW maintained by other weapon manufacturing Member States. 
This will allow Member States to use Interpol as a crucial central point for identifying 
and tracing of fi rearms throughout the international law enforcement community.

Source: United Nations Conference to Review Progress made in the Implementation of the 
International Instrument to Enable States to Identify and Trace, in a Timely and Reliable 
Manner, Illicit Small Arms and Light Weapons, Position of the International Criminal Police 
Organization (Interpol), Report by: The Offi ce of the Special Representative of Interpol to the 
United Nations, 29 June, 2006, http://www.un.org/events/smallarms2006/pdf/Interpol.pdf

For more detailed information on Interpol, see Interpol Fact sheets, http://www.interpol.int/
Public/ICPO/FactSheets/Default.asp
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3. Challenges of  tracing weapons

As discussed in Section 2 and above, a number of databases already exist or are, as 
in the case of IWeTS, being developed. While these systems certainly are valuable 
additions to the process of tracing, they have several shortcomings:

The Canadian Firearms Registry is a weapons identifi cation system, but not a 
tracing tool.
DREAM is usually used for data collection within the framework of DD&R 
(Disarmament, Demobilization and Reintegration) programs. To date, no practical 
experience exists of DREAM being used as an electronic weapons record-keeping 
system.
IWeTS is limited to criminal weapons and does not apply to confl ict-related 
weapons. While IWeTS will in the future enable a police offi cer to add a weapon 
into the database and place a tracing request, the tool will not be able to help 
identify the diversion of a weapon.

Other challenges to tracing include:

The lack of a legally binding framework for cooperation on tracing. Despite this 
absence, the UN M&TI provides a political framework containing fi rm commitments 
in this area, though with some exceptions. For example, paragraph 22 specifi es 
the reasons for which States may withhold tracing cooperation, while paragraph 
23 will make it clear, at least to the state requesting tracing cooperation, whether 
the requested state is applying paragraph 22 in good faith or not (see Box 3 
below).
Lack of institutionalized processes for tracing illicit weapons and fi nding out 
how these weapons got lost or were diverted into different regions, can weaken 
international efforts to tackle the illicit SALW problem.
Absence of a central registry. When different law enforcement agencies, 
manufacturers and/or Ministries all operate their own weapons registers, tracing 
a weapon can become diffi cult and time consuming, as the weapon in question 
would have to be searched within all individual registers. Where registers are 
not easily accessible between different agencies, the tracing process would slow 
down considerably.
Lack of capacity to engage in tracing. This includes the lack of material, fi nancial 
and human capacity to engage in this activity.
Lack of political will. This includes the lack of will to initiate and/or respond to 
a tracing request. Due to its non-binding character, there may also be a lack of 
political will to implement the M&TI at the national level.
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Box 3: UN M&TI, Excerpt from Section V, Cooperation in 
tracing, paragraphs 22-23
22. States may delay or restrict the content of their response to a tracing request, 
or refuse to provide the information sought, where releasing the information would 
compromise ongoing criminal investigations or violate legislation providing for the 
protection of confi dential information, where the requesting State cannot guarantee 
the confi dentiality of the information, or for reasons of national security consistent 
with the Charter of the United Nations.

23. If a State delays or provides a restricted response to a tracing request, or refuses 
to provide the information sought, on the grounds identifi ed in paragraph 22 above, 
it will inform the requesting State of the reasons for this. The requesting State may 
subsequently seek clarifi cation of this explanation.
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Section 4 Marking and tracing of  
small arms ammunition
Small arms ammunition is not included within the UN M&TI. At present, the vast 
majority of States have a limited capacity to trace small arms ammunition recovered 
in the illicit sphere. 

Exercise 1:
A box of ammunition has just been recovered in a border area of your country. As a 
government offi cial, you are asked to fi nd out where it came from, who it belongs to, 
and how it got there. What type of information would you need for your investigation? 
Who would you approach for assistance? Brainstorm in small groups.

Tracing would allow us to reliably identify the origins and transfer chain of 
the ammunition from the legal to the illicit sphere;
This could improve the ability of States to pinpoint and prevent sources of 
diversion within the legal transaction chain, as well as to combat illicit ammunition 
fl ows and transfers;
Focusing on ammunition is critical to combating the devastation caused by 
small arms proliferation and misuse. Without ammunition, weapons would not be 
deadly.

Imagine that an ammunition cartridge or a package of ammunition is recovered from 
the scene of an armed attack/criminal act.  At minimum, States and State authorities 
are able to:

Identify the manufacturer / country of manufacture of the ammunition;
Identify the caliber.

But how did the ammunition get there? Who used it? How do we prevent this from 
happening again? To answer these questions, we need to be able to follow the route 
of the ammunition from its production to use—in other words, we need to be able to 
trace the ammunition.

Note: Tracing is a function of good marking and record-keeping practices.

Adequate marking and record-keeping of ammunition allows States and State 
authorities to:

Identify the fi rst and subsequent recipients of the ammunition—this requires 
information to whom the manufacturer’s ammunition was sold, and to whom it 
was subsequently transferred.
Identify the last legal holder of the ammunition—if this is not the perpetrator of 
the crime, such information may help clarify the point at which the ammunition 
was diverted into the illicit sphere.
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1. Marking small arms ammunition15

Marking small arms ammunition is not a new concept or practice—a number of States 
around the world have incorporated ammunition marking standards in their military 
sector.16 These standards often dictate the technical and safety requirements of 
ammunition produced for their armed forces, including the markings a manufacturer 
must apply to ammunition bodies and ammunition packaging.17 

One of the main purposes of these markings is safety: not only does ammunition have 
a shelf life18, but some may be defective at manufacture. In this context, applying 
markings on ammunition allows:

the user/customer to identify the manufacturer and provide feedback on 
performance-related problems, and;
the manufacturer to identify the ammunition ‘lot’ and investigate the 
components that were used in that production run for defects.

1.1 Marking ammunition packaging
Adopting a standard on small arms ammunition packaging could make a contribution 
toward preventing diversions, as some small arms ammunition recovered in the illicit 
sphere are found in their original packaging.19

A standard requirement for ammunition produced for national armed forces in NATO 
member States and other countries is to mark ammunition packages with the following 
information:

Lot#
Manufacturer identifi cation
Year of manufacture

Single production run 
of ammunition
(typically 200,000 – 500,000 
rounds of ammunition)

Lot # 

15 FEASIBILITY OF A SALW TRACING AGENCY IN GERMANY, Briefi ng on the SALW tracing system in the Federal 
Republic of Germany and scope for possible improvements, by Holger Anders

16 This refers to ammunition with a calibre smaller than 12.7mm, which includes ammunition for pistols, revolvers, 
carbines, assault rifl es, sub- and light-machine guns. 

17 Holger Anders, Targeting Ammunition, p.208
18 While it is often assumed that ammunition has a short shelf life, in reality, the shelf life of ammunition depends 

wholly on the storage conditions of the cartridges, keeping them away from excessive moisture and heat. 
Even so, it is reported that even ammunition stored in adverse conditions is usable for 20-30 years. For more 
information, see Rachel Stohl, 1998

19 Anders, p. 210
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Caliber of ammunition
Quantity of ammunition

The same markings are applied to packaging of ammunition for non-state actor 
markets (sport shooters, hunters) in a number of States.20

Box 1: Marking ammunition and lots in Brazil
On 22 December 2003 the Brazilian Congress passed Federal Law No. 10,826, known 
as the Statute of Disarmament (specifi c technicalities were regulated on 1 July 2004 
by Presidential Decree No 5123). This law was the result of a decade of campaigning 
for a federal law that would tighten controls on the circulation and use of small arms. 
It also includes provisions for stricter regulation of the small arms and ammunition 
industry.

Concerning the issue of ammunition marking, the new law establishes the following 
provisions:

The head stamps of cartridges produced in Brazil for the armed forces 
and state law enforcement and security agencies must include a lot 
number. The regulation entered into force on 1 January 2005 for .40 and .45 
calibre ammunition and in July 2005 for 5.56 x 45 mm; 7.65 x 51 mm and 9 mm 
Parabellum; .380, .38, .50, and 12 gauge cartridges (Ministério da Defesa, 2004, 
articles 4, 11 and 12). 
The lot number identifi es the police agency or armed service that, by law 
can purchase lots of up to of 10,000 rounds. These rounds are assigned to 
a single public legal entity with a unique lot number, and their lots are 
manufactured at their specifi c request.

Ammunition production and marking
In Brazil there is a single small arms ammunition manufacturer, the Companhia Brasileira 
de Cartuchos (CBC), which dominates both public and private domestic markets. If, 
for instance, a lot of 10,000 rounds of 5.56 x 45 mm cartridges is manufactured by 

Lot # Packaged 
(depending 

on the caliber, 
packages 
consist of 
cardboard 

boxes of 20,30 
or 50 rounds)

Each package marked with:
• Lot#;
• Manufacturer identifi cation;
• Year of manufacture;
• Caliber of ammunition;
• Quantity of ammunition.

20 See Anders, p. 210
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CBC for the Brazilian Army, that lot will be sold only to the army, and the lot number 
will be marked on the base of each cartridge using laser technology at the end of the 
production process21. It is marked, as shown in the photo below, within the groove of 
the ammunition case. It is expected that lot numbers will help the police to 
identify patterns of ammunition leakages from the police or the military to 
organized crime which is a very serious problem in Brazil.

 
CBC cartridge with engraved lot number, in this case “AAD53”. 
Photo credit: Departamento da Polícia Técnico Científi ca (DPTC), Polícia Civil do Estado do Rio 
de Janeiro. 

It may be possible to identify reloaded ammunition as such because CBC original 
primers are marked with a letter ‘V’ (see photo below). 

Note: Illicit ammunition reloading is currently only a minor problem in Brazil according 
to the police forensic analysts in the state of Rio de Janeiro. This is not surprising 
considering the easy availability of ammunition on the illegal market. However, the 
issue of ammunition reloading as an option for criminal organizations should be 
considered if supply fl ows are curtailed by the enforcement of new legal and control 
measures.22

21 Information from a presentation by an offi cer of the Brazilian Army Directorate of Controlled Products at the 
Putting People First, Rio Meeting ‘Regulating civilian ownership of weapons’ organized by Humanitarian Dialogue, 
Viva Rio and Sou da Paz, Rio de Janeiro, 16–18 March, 2005.

22 Interviews with forensic analysts at the Rio de Janeiro state or scientifi c and technical police, Rio de Janeiro, 
November 2005. According to the analysts, reloaded ammunition is only a minor and unrepresentative part of 
the ammunition they examine in the course of their work. Reloading is limited to revolver and pistol ammunition 
and is identifi ed either by the primer capsule or, in the case of pistol ammunition, because the head does not 
have a full metal jacket as is the case for most of the pistol ammunition manufactured by CBC. According to 
Brazilian legislation, apart from law enforcement agencies and the armed forces, only the following entities are 
authorized to reload ammunition and own reloading machines: shooting clubs, authorized shooters, hunters, 
arms companies, and private security academies.
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Photo credit: Viva Rio 

Imported ammunition
Imported ammunition of the calibers named above will have to comply 
with the same packaging and marking requirements as Brazilian-made 
ammunition. Brazil, however, is a country that imports practically no ammunition 
since its legislation explicitly (and protectively) states that defense articles similar to 
those produced in the country are not to be imported unless there are explicit and 
specifi c national security reasons for doing so23.    

Ammunition marking should not be regarded as a panacea for preventing the diversion 
of ammunition to criminal outfi ts. Combating and reducing institutional corruption, 
improving stockpile security and the disposal of surpluses, and reforming and adapting 
border control capabilities are complementary actions that must be undertaken at the 
same time. Technical measures can help, the key, however, is to strengthen the state 
so that institutions can implement such measures. 

Source: Information courtesy of, and provided by, Pablo Dreyfus, Research Coordinator Small 
Arms Control Project, Viva Rio, Brazil.

23 See Presidência da República do Brasil, 2000, Decreto No. 3665 de 20 de Novembro de 2000. Dá nova redação ao 
Regulamento para a Fiscalização de Produtos Controlados (R 105), Brasília, Casa Civil, Subchefi a para Assuntos 
Jurídicos., https://www.presidencia.gov.br/ccivil_03/decreto/D3665.htm, articles 183, 189, 190, 195 and 196; 
Presidência da República do Brasil, 2004, Decreto 5123, de 1 de Julho de 2004. Regulamenta a Lei no. 10826, de 
22 de dezembro de 2003, que dispõe sobre registro, posse e comercialização de armas de fogo e munição, sobre 
o Sistema Nacional de Armas-Sinarm e defi ne crimes, Brasília, Casa Civil, Subchefi a de Assuntos Jurídicos. https://
www.presidencia.gov.br/ccivil_03/_Ato2004-2006/2004/Decreto/D5123.htm, articles 51, 52, 53 and 54. 
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1.2 Marking ammunition bodies
Small arms ammunition bodies refer to the cartridge cases that hold the bullet, primer 
and explosive powder. They are generally marked with information engraved in a 
‘headstamp’.

At present, the cartridge cases are typically marked with:

Manufacturer’s identity in the case of state actor markets.
Ammunition caliber in the case of non-state actor markets.

Note: The bodies of small arms ammunition are not usually marked with a 
lot #.

This means that ammunition or empty cartridges recovered in the illicit sphere cannot 
be linked to a specifi c production run and thus to the recipient of that production 
run. 

There are exceptions to this: for example, in Brazil, the cartridges of small arms 
ammunition produced for any public or legal entity is marked with a lot# (see Box 1 
above).

1.3 Technical issues24

Traditionally, cartridges are marked in the production phase, before the case is put 
together with the bullet, primer and powder. The same stamp is used for each lot of 
approximately 500,000 rounds.

24 This section is adapted from Anders, pp. 220-222
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An alternative to stamping is laser marking. This is done after the ammunition is 
assembled and before it is packaged for transfer. A good example of this process is 
the Brazilian manufacturer CBC (see Box 1). CBC applies lot# markings to ammunition 
cartridges after they have been assembled and before the rounds are packaged for 
transfer. These laser markings are automatically recorded on the computer along 
with their initial recipient, allowing CBC to identify the state actor recipient of 10,000 
rounds or less. At the same time, CBC maintains that this process:

Does not slow down production;
Does not pose any danger or risk of explosion;
Does not increase production costs.

With laser technology, cartridge cases can still be pre-produced and used in different 
lots, as the markings applied after this process will still link them to a single 
recipient.

2. Record-keeping of  small arms ammunition
Similar to tracing SALW, small arms ammunition can only be traced if the markings 
are properly and adequately recorded. Here there is a clear distinction in practice 
between ammunition produced for state actors (i.e. police, national army, other 
legal bodies) and small arms ammunition produced for non-state actors (i.e. sport 
shooters, hunters).

Small arms ammunition for state actors is usually produced under contract. 
Modern ammunition manufacturers usually keep electronic records that allow reliable 
identifi cation of these recipients.

By contrast, small arms ammunition intended for non-state actor markets is 
produced according to perceived market demand. Relatively speaking, end-users in 
the non-state actor market only need a small amount of ammunition at a time and 
thus do not purchase by contract. 

In practice, this means that ammunition from a particular lot will be sold to various 
end-users in various non-state actor markets (see Figure 1 below). Manufacturers 
of small arms ammunition are not necessarily keeping adequate records that would 
allow us to identify all the individual purchasers of ammunition from this lot#. Without 
more stringent standards, record-keeping is further compromised as the ammunition 
moves down the transfer chain.
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3. Tracing small arms ammunition
As previously noted, tracing is a function of good marking and record-keeping 
practices.

Based on current practice, small arms ammunition tracing is severely limited by:

No lot# marking on the ammunition cartridge. While this may be included on the 
packaging, such packaging is often removed or discarded. Markings on small arms 
cartridges may still allow identifi cation of the manufacturer, but the ammunition 
cannot be linked in any reliable way to a production run and to the recipient of 
ammunition from that production run.

Inadequate records linking lots to specifi c transfer and recipients. In cases where 
lots are marked on small arms cartridges, these may not be recorded as the 
ammunition moves down the transaction chain. 

Multiple recipients of identically marked ammunition. This is particularly the 
case for ammunition produced for non-state actor markets, where a number 
of end-users receive ammunition from the same lot#, thereby bearing identical 

R1

R2

R3

R4

R5

R6

Lot

Figure 1: Recipients of  ammunition lots

R = Recipient (initial)

 = Second recipient

 = Subsequent recipient
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markings. If ammunition from this lot# is recovered in the illicit sphere, there 
is no reliable way to know, who of these end-users was the recipient of that 
particular ammunition. 

Box 2: Ammunition tracing applied to East Africa
Ammunition stocks can reveal important dynamics within the illicit arms market. 
Because ammunition is a consumable good it is traded more frequently than weapons. 
Due to rapid consumption, the ammunition supply chain is also statistically shorter 
than for small arms and light weapons.  For these reasons, the Small Arms Survey has 
begun to test and refi ne a number of ammunition tracing methodologies. 

Using the data from ammunition headstamps, researchers have compiled ‘ammunition 
profi les’ of a number of state and non-state armed groups in Kenya, Sudan and 
Uganda. Each ammunition profi le is created by plotting single rounds of ammunition 
on a graph by their date of manufacture, their origin—factory or country—and the 
frequency with which rounds of a particular date and origin appear in a group’s stocks 
(Figure 1). 

Once a profi le has been created for a given group of actors, researchers look for 
similarities or differences between groups, which might suggest the presence or 
absence of trade and transfer between groups.  The approach relies on the statistical 
improbability that two groups’ profi les should match each other perfectly, given the 
plethora of ammunition manufacturers and potential dates of manufacture. Conversely, 
similar features in ammunition profi les, such as for the two groups illustrated in Figure 
1, point towards potential avenues of illicit trade or exchange.  

The Kenya Police Reserve (KPR) is a community defense force that is supplied with 
ammunition by Kenyan security forces. Figure 1 illustrates that a single type of 7.62 
x 39 mm ammunition, which is stamped only with the date mark ‘03’, comprises 
most of the KPR stocks in the sample. Although the ammunition is not marked with a 
manufacturer’s code, given that it comprises 87% of KPR stocks, it is likely that this is 
the type of ammunition issued to Kenyan security forces—and hence to KPR by those 
forces.
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However, this ammunition is also very prevalent (41%) in the profi le of a number 
of groups that possess ammunition illegally (Figure 1). Given that this ammunition 
is more densely concentrated on the illicit market in northern Kenya—and becomes 
less frequent or absent from samples taken at increasing distances from northern 
Kenya25—its source is likely to be a party in Northern Kenya.

With a number of caveats, including the need for metallurgical sampling and for 
specifi c information from the Kenyan government about the types and origins of 
ammunition used by the armed forces, this analysis suggest that Kenyan security 
force ammunition has been diverted into the illicit market.

Source: Information courtesy of, and provided by, James Bevan, Researcher, Small 
Arms Survey

Exercise 2:
A box of 7.62 calibre NATO ammunition from a lot manufactured in 1960 has been 
recovered. It has been determined that this ammunition is not explosive and that it is 
obsolete in Germany. Without making inquiries by internet or telephone or any other 
forms of communication, how would you be able to check these facts?

4. Recommendations
Marking and record-keeping by production lot. This would enhance 
traceability of small arms ammunition. Recipients should be required to maintain 
information on all further re-transfers of the same ammunition, which would hold 
them accountable for unauthorized re-transfers or poor standards.

Obligatory markings on every package of small arms ammunition with 
marks that include:

• The same information as on the individual cartridges.
• The exact type of ammunition enclosed.
• An identifi er that is unique to that particular package.

Relevant standards here already exist, with Brazil‘s legislation stipulating that all 
ammunition be “placed in packages containing a bar code engraved on the box, 
in order to enable the identifi cation of the manufacturer and purchaser“(see Box 1 
above).

Marking small arms cartridges. Marks should include:

• Lot#.
• Manufacturer and country of manufacture, if necessary.
• Year of manufacture.
• Code identifying original recipient of the lot (i.e. police or military 

force) to help identify the supply chain of the ammunition.

25 The Small Arms Survey sampled extensive among groups within Turkana District, Northern Kenya and at 
increasing distances from the District, extending into Northern Uganda and Southern Sudan.
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Section 5 The way forward: 
Recommendations to implement the 
UN M&TI at the national level

Objectives of  Section 5:
By the end of this section, each trainee should have:

A good understanding of how to implement the UN M&TI at the national level.

1. Introduction
The UN M&TI makes a vital contribution to combating the proliferation of illicit SALW 
and their misuse, and can also signifi cantly strengthen international capacity to control 
the illicit transfers of SALW. Though only political in nature, the UN M&TI nevertheless 
contains fi rm commitments, which all UN Members States are urged to implement 
accordingly and responsibly:

As stipulated in paragraph 24 (see Box 1 above), the fi rst step in implementing 
the M&TI at the national level is for the respective governments to determine 
whether national laws, administrative procedures and practices are in conformity 
with the instrument’s requirements, and if they are not, to adapt these. This is the 
fi rst crucial step for the responsible implementation of the instrument.
As part of this legislative review, States could consider strengthening national 
capacity for instrument implementation (e.g. inter-ministerial coordination; 
consultation with industry, NGOs and other stakeholders; training programs)26.
Often national procedures differ when it comes to marking, record-keeping and 
tracing, and we strongly recommend governments to implement the minimum 
standards fi rmly recommended by the UN M&TI to harmonize national approaches 
and form an integral part of broader efforts to combat the proliferation and misuse 
of weapons.
The adherence to existing regional and international agreements, comprehensive 
marking followed by record-keeping of nationally produced and stored SALW (ideally 
also imported SALW), and verifi cation systems would mainly act as a deterrent 
for corrupt suppliers and/or offi cials who channel arms illicitly to unauthorized 
destinations and recipients. These measures are however not suffi cient on their 
own, and should ideally be supplemented by an increased cooperation between 
states (see Box 2), as SALW are mobile commodities that are traffi cked and 
moved across borders.

26 The International Tracing Instrument: Challenges and Opportunities, PrepCom side event, 2006 Small Arms 
Review Conference, by Glenn McDonald, Small Arms Survey, UN New York, 13 January 2006, p.5
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Box 1: UN M&TI, Excerpt from Section VI, Implementation 
(paragraphs 24-38)
General
24. In accordance with their constitutional processes, States will put in place, where 
they do not exist, the laws, regulations and administrative procedures needed to 
ensure the effective implementation of this instrument.
25. States will designate one or more national points of contact to exchange information 
and act as a liaison on all matters relating to the implementation of this instrument.
26. States will cooperate on a bilateral and, where appropriate, on a regional and 
international basis to support the effective implementation of this instrument.

International cooperation and assistance
...
29. States will encourage initiatives, within the framework of the United Nations 
Programme of Action to Prevent, Combat and Eradicate the Illicit Trade in Small Arms 
and Light Weapons in All Its Aspects, that mobilize the resources and expertise of, and 
where appropriate cooperation with, relevant regional and international organizations 
to promote the implementation of this instrument by States.

United Nations
30. States will cooperate, as appropriate, with the United Nations to support the 
effective implementation of this instrument.

31. States will, as soon as possible after the adoption of this instrument, provide the 
Secretary-General ... with the following information ... :

(a) Name and contact information for the national point(s) of contact;
(b) National marking practices related to markings used to indicate country of 

manufacture and/or country of import as applicable.
...
VII. Follow-up
36. States will report on a biennial basis to the Secretary-General on their implementation 
of this instrument... . 

37. States will meet on a biennial basis ... within the framework of relevant meetings 
convened for the United Nations Programme of Action to Prevent, Combat and 
Eradicate the Illicit Trade in Small Arms and Light Weapons in All Its Aspects... .

38. States will review the implementation and future development of this instrument 
within the framework of conferences that review the United Nations Programme of 
Action to Prevent, Combat and Eradicate the Illicit Trade in Small Arms and Light 
Weapons in All Its Aspects.

Source: International Instrument to Enable States to Identify and Trace, in a Timely and 
Reliable Manner, Illicit Small Arms and Light Weapons (UN M&TI), pp. 5-7, http://www.un.org/
events/smallarms2006/pdf/international_instrument.pdf
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2. Marking SALW
As regards marking SALW, governments could make vital contributions to the 
implementation and success of the instrument (UN M&TI, Section III, paragraph 8) 
at the national level, by:

Making it obligatory (for example by passing a new law or decree—see Boxes 
2 and 3) that all newly manufactured SALW receive a mark that contains the 
country of manufacture and the weapon’s unique identifi er, its serial number, as 
minimum requirements.
Regulating that the marking is clearly visible, of a permanent nature and found 
on those components of the weapon where attempts to remove it would make 
the weapon inoperable. 
Ensuring that all unmarked SALW already stockpiled and under a state’s jurisdiction 
must either be appropriately marked and registered, or destroyed.
Regulating that already manufactured or imported SALW will also receive a marking 
to identify the recipient, such as the State’s armed forces or police force.27

Marking all SALW at the time of import. An import mark allows for the “renewal”/
”refreshing” of the weapons trail/record-keeping chain, especially in the case of 
older weapons or those that have circulated among several countries.

3. SALW record-keeping 
As regards SALW record-keeping, governments could make vital contributions 
to the timely and reliable tracing of weapons, and thereby the implementation and 
success of the instrument (UN M&TI, Section IV, paragraphs 11–12) at the national 
level, by:

Ensuring that record-keeping systems are in place (either manually, or as a 
database) and include information that allows:

• The tracing to the last owner or entity, such as the police or armed forces, 
in legal possession of the weapon.

• In case of transfers, of those involved in the transport, the authorized 
recipient, and, where applicable, on end-use undertakings.

Ensuring the centralization of weapons registers at the national level, or, at a 
minimum measure, ensuring that weapons data is accessible to all other relevant 
actors that may need to access this data.
Ensuring that records are maintained and updated on a regular basis.
Ensuring that, due to the long life span of SALW, records on each weapon entering 
and/or leaving a State’s jurisdiction be kept until this State destroys the weapon 
or receives notifi cation by another of the destruction of this weapon.28 Therefore, 
making it obligatory to keep records of SALW for a minimum of 30 years or 
preferably, indefi nitely. 

27 TRACING ILLICIT SMALL ARMS. Opportunities for the fi rst substantive session of the Open-Ended Working Group 
on Tracing Illicit Small Arms and Light Weapons, IANSA, DRAFT – MAY 2004, P.4, HTTP://WWW.IANSA.ORG/
ISSUES/DOCUMENTS/IANSA_POSITION_PAPER_ON_TRACING.DOC

28 TRACING ILLICIT SMALL ARMS. Opportunities for the fi rst substantive session of the Open-Ended Working Group 
on Tracing Illicit Small Arms and Light Weapons, IANSA, DRAFT – MAY 2004, P.4, HTTP://WWW.IANSA.ORG/
ISSUES/DOCUMENTS/IANSA_POSITION_PAPER_ON_TRACING.DOC
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Note: The costs to maintain these records for an indefi nite time are not high; especially 
if maintained electronically.

4. Tracing SALW
As regards tracing SALW, governments could make vital contributions to the 
implementation and success of the instrument (UN M&TI, Section V, paragraphs 14–
23) at the national level, by:

Ensuring international cooperation in tracing. 
Taking into account the differences between requirements for tracing illicit 
SALW that are recovered in crime and those recovered in armed confl ict. SALW 
recovered in armed confl ict tend to have more complex trade paths and Interpol 
may have limitations in practice to trace weapons recovered in confl ict or post-
confl ict situations.29 Hence, it is necessary to fi nd complementary approaches. 
Requesting assistance or providing such technical assistance to states for the 
establishment of national tracing infrastructures.30 Such assistance can be 
provided in the form of, for example, equipment and training for the use of laser 
marking and engraving machines for post-production markings, as well as for the 
introduction of adequate record-keeping systems within, for example, the State 
security forces. 

Figure 1: Practical aspects of tracing SALW and the duties of a state to collaborate 
and implement the Instrument. What are the formal processes? How can networks to 
trace SALW be created?

In-country cooperation

Focus points 
(seized or lost 

weapons)

List of agencies that 
need to have access to 
databases, tracing forms:
• Local police forces
• Customs police
• Military police
• Licensing agency
• Etc...

When weapons are 
seized or found in 

country x that have 
derived from country y 

(from abroad).

Neighboring 
countries‘ 

cooperation

International 
cooperation

29 TRACING ILLICIT SMALL ARMS. Opportunities for the fi rst substantive session of the Open-Ended Working Group 
on Tracing Illicit Small Arms and Light Weapons, IANSA, DRAFT – MAY 2004, P.6, HTTP://WWW.IANSA.ORG/
ISSUES/DOCUMENTS/IANSA_POSITION_PAPER_ON_TRACING.DOC

30 TRACING ILLICIT SMALL ARMS. Opportunities for the fi rst substantive session of the Open-Ended Working Group 
on Tracing Illicit Small Arms and Light Weapons, IANSA, DRAFT – MAY 2004, P.6, HTTP://WWW.IANSA.ORG/
ISSUES/DOCUMENTS/IANSA_POSITION_PAPER_ON_TRACING.DOC
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5. Addressing ammunition

The issue of ammunition was a controversial one during the negotiation of the 
M&TI. While a number of States supported the inclusion of high common standards 
on marking and tracing small arms ammunition, opposition from others led to its 
exclusion from the UN document. Instead, the issue of ammunition is to be addressed 
as a separate process within the framework of the UN31.

In addition to the above-mentioned recommendations, we strongly urge consideration 
of the following measures that would complement and enhance the implementation 
of the UN M&TI. 

6. Complementary measures
The recommended measures of the UN M&TI are only one way to avoid the diversion 
of illicit SALW. Other measures that complement the instrument’s recommendations 
(UN M&TI, Section V, paragraphs 14–23) and that are of a truly preventative nature 
include:

International Assistance
International assistance is a crucial element to the effective implementation of the UN 
M&TI. According to McDonald, during the negotiations, some States would not agree 
to the mandatory marking of SALW at the time of import because of concern about 
potential costs. This is one area where international assistance could prove especially 
useful. Furthermore, international assistance will also be needed to help countries 
fulfi l their other marking commitments and to build national capacity for effective 
record-keeping and tracing32.

Safeguarding and inspecting arms holdings and deliveries
The lack of common international standards for the safe storage of arms holdings and 
arms in transit permits theft and the diversion of arms during their transfer, including 
by original recipients. Governments should ensure high common standards for the 
operational effectiveness of verifi cation arrangements to check the security of arms in 
holdings and stockpiles, and to verify the delivery of legitimate arms transfers.33

Information sharing34

States should exchange among themselves, in conformity with their respective 
domestic laws and applicable treaties, relevant information on matters such as:

31 This is according to the recommendation of the Open-Ended Working Group on Tracing Illicit Small Arms and 
Light Weapons (OEWG report, paragraph 27) that negotiated the M&TI.

32 The International Tracing Instrument: Challenges and Opportunities, PrepCom side event, 2006 Small Arms 
Review Conference, by Glenn McDonald, Small Arms Survey, UN New York, 13 January 2006, p.6

33 Tracking Lethal Tools. Marking and Tracing Arms and Ammunition: a central piece of the arms control puzzle, by 
Amnesty International, Oxfam, and IANSA (International Action Network on Small Arms), for the Control Arms 
Campaign, pp.15-16, http://www.oxfam.org.uk/what_we_do/issues/confl ict_disasters/downloads/tracking_lethal_
tools.pdf

34 Source: OSCE Best Practice Guide on Marking, Record-keeping and Traceability of Small Arms and Light Weapons, 
p.11, http://www.osce.org/publications/fsc/2003/12/13550_31_en.pdf
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i) Authorized producers, dealers, importers, exporters, and, whenever possible, 
 carriers of SALW.
ii)  The means of concealment used in the illicit manufacturing of or traffi cking 
 in SALW, and methods to detect them.
iii) Routes customarily used by organizations engaged in illicit traffi cking in 
 SALW.
iv) Legislative experiences, practices, and measures to prevent, combat, and 
 eradicate the illicit manufacturing of and traffi cking in SALW.

Promoting stockpile and transfer security
In particular, states need to agree on effective measures to ensure the security of SALW 
in stockpiles and during transfer to avoid the theft or diversion of these weapons (and 
ammunition). Governments must strengthen national physical verifi cation at points of 
storage, loading, transfer, and unloading. Regular cross-checks must be carried out to 
verify that recorded information corresponds to the actual serial numbers, types and 
quantities in the arms shipment or stockpile.

Governments should provide practical manuals containing the highest standards and 
best practices for the identifi cation and tracing of illicit weapons to the responsible 
authorities including police, customs, border guards, the military and the judiciary. 
Such personnel must also have adequate training, communication systems and 
equipment to monitor and control transfers and stockpiles of weapons. States in 
a position to do so should offer technical and fi nancial assistance to support the 
establishment of adequate marking technologies, record-keeping systems, secure 
stockpile management, training and verifi cation tasks in other countries.35

Note: With a number of issues relating to marking and tracing and their implementation, 
the OSCE Best Practice Guide goes into more detail than the UN M&TI. We therefore 
recommend you to consider this guide as a complementary document to the UN 
M&TI.

Box 2: Cooperation—OSCE Best Practice
States should cooperate at the bilateral, regional, and international levels to prevent, 
combat, and eradicate the illicit manufacturing of and traffi cking in SALW. States 
should further identify a national body or a single point of contact to act as a liaison 
among States for the purposes of cooperation in information exchange and SALW 
tracing.

Unless otherwise agreed, information received during a tracing operation should be 
deemed confi dential. The requested State should be empowered to restrict the use 
of the information it provides. The nature and scope of that restriction should not 
prevent the requesting State from continuing the tracing operation through other 
means.

35 Tracking Lethal Tools. Marking and Tracing Arms and Ammunition: a central piece of the arms control puzzle, by 
Amnesty International, Oxfam, and IANSA (International Action Network on Small Arms), for the Control Arms 
Campaign, p.16, http://www.oxfam.org.uk/what_we_do/issues/confl ict_disasters/downloads/tracking_lethal_
tools.pdf
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The State requesting cooperation from another State should support its request with 
all relevant information, such as:

The type and quantity of the weapons concerned, and the date and place of their 
confi scation, seizure, collection or recovery.
Markings and any further information that may help identify them.
Any further available information to help identify the weapons or ammunition 
concerned (descriptions, photographs, etc.).
Any further relevant information, such as where the weapons were found, identities 
of persons detained with the confi scated weapons, etc. 

The State that receives the request for cooperation should undertake to acknowledge 
receipt thereof, and to provide any information it possesses to the requesting State, 
as rapidly as possible (a week could be considered as a reference). Such information 
might include:

i) Confi rmation that the weapons concerned were manufactured in the State from 
which information has been requested, if this is shown by the marking.

ii) Any further information on the weapons concerned that is likely to ensure reliable 
identifi cation, such as, for example: the date of manufacture; relevant information 
on the manufacturer; hidden or other identifi cation markings; special characteristics; 
and the date on which technical testing was conducted, and identifi cation of the 
testing body, and so on.

iii) If the weapons concerned have been transferred legally out of the requested State, 
the date of export; the importing State and transit States where relevant; the fi nal 
consignee, and any additional information to assist the requesting State in tracing 
the weapons.

iv) If the weapons concerned have not been transferred legally out of the requested 
State, confi rmation of that fact and communication of any additional information to 
assist the requesting State in tracing the weapons. The requested State shall also 
specify whether an investigation has been launched on the apparent loss, theft or 
diversion of the weapons concerned.

Source: OSCE Best Practice Guide on Marking, Record-keeping and Traceability of Small Arms 
and Light Weapons, p.12, http://www.osce.org/publications/fsc/2003/12/13550_31_en.pdf
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Box 3: National legislation—OSCE Best Practice
National legislation concerning control over the manufacture of SALW should refl ect 
all the existing international obligations of the State in this fi eld. As a rule, national 
control over the manufacture of weapons and military equipment also extends to the 
manufacture of SALW.

National legislation concerning control over the manufacture of SALW should contain 
the following:

i) Licensing requirements and conditions.
ii) Licensing and authorizing bodies.
iii) Procedures for the submission and examination of applications for licenses and 

authorizations.
iv) Licensing and authorization procedures.
v) Suspension, review, renewal and revocation of licenses and authorizations.
vi) Enforcement of licensing requirements.
vii) Penalties (e.g. criminal liability for unlicensed manufacturing).

National legislation on the control over the manufacture of SALW should include 
political guidelines regulating this activity without prejudice to the rights, legitimate 
interests and health of citizens, or the defense and security of the State.

Source: OSCE Best Practice Guide on National Controls over Manufacture of Small Arms and 
Light Weapons, p.4, http://www.osce.org/publications/fsc/2003/12/13550_30_en.pdf

Control at the manufacturing stage
The manufacture of SALW should be monitored by both the manufacturer and 
the recipient, on the basis of instructions or guidelines specifi ed in the national 
legislation.

1. Control by the recipient
SALW manufacture should be ordered by bodies authorized by national governments. 
At a minimum, a contract for the manufacture of SALW should contain the following 
information:

i) Type of weapons.
ii) Number of pieces.
iii) Period of manufacture.

The specifi cations of the manufactured SALW should be listed in the technical 
documentation. The required materials to be used to manufacture the weapons and 
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the basic combat characteristics of the weapons should be specifi ed when each model 
is developed. The manufacturer must ensure that the fi nished product complies with 
the required specifi cations.

The recipient may control the quality of the fi nished product at the manufacturer’s 
premises through its representatives, who will carry out control checks of the 
manufacturing quality at both the production and assembly stages. If the fi nished 
product is transported by the recipient, the serial numbers and completeness of all 
SALW should be verifi ed, recorded and maintained in accordance with national law.

Where applicable, the manufacturer should provide decommissioning (destruction) 
certifi cates for the components manufactured at other enterprises. 

2. Control by the manufacturer
At the stage of SALW manufacture, controls could cover:
i) Use of technical (design and technological) weapons documentation.
ii) Use of special equipment required to manufacture the weapons.
iii) Parts, assemblies and fi nished weapons.
iv) Substandard weapons and their parts, registered by serial number during 

manufacture or destruction.
v) Marking and stamping of the weapons.

During the manufacture of SALW, records (log books) should be kept to indicate 
the number and type of fi rearms manufacture, including serial numbers and other 
appropriate information necessary to trace the fi rearm. 

3. Control over SALW components
Major components for the manufacture of SALW (e.g. fi rearms’ frames and receivers) 
should be controlled and appropriately marked upon manufacture. Manufacturers 
should ensure that assembly and production lines permit the accurate marking and 
accounting of these components.

Manufacturers should establish appropriate procedures for proper storage, 
transportation and record-keeping of these components (see OSCE Best Practice 
Guide on National Procedures for Stockpile Management and Security, 
http://www.osce.org/publications/fsc/2003/12/13550_32_en.pdf).

4. Control over fi nished SALW
After fi nal assembly, each weapon should be assigned a full identifi cation number. The 
corresponding documentation should be completed and handed over to the recipient, 
together with the fi nished products (see OSCE Best Practice Guide on Marking, Record-
keeping and Traceability of Small Arms and Light Weapons, 
http://www.osce.org/publications/fsc/2003/12/13550_31_en.pdf).

Authorization to transport major components and completed fi rearms should be 
established. Manufacturers should also ensure proper accounting and recording of 
the fi nished products, especially when the major components or fi nished products are 
to be transported. 
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The manufactured SALW to be transferred to the recipient should be kept in storage 
facilities, if possible on the main production site. The storage facilities should be 
appropriately secured to prevent unauthorized access (see OSCE Best Practice Guide 
on National Procedures for Stockpile Management and Security, 
http://www.osce.org/publications/fsc/2003/12/13550_32_en.pdf).

5. Penalties for violations of SALW management procedures
Appropriate civil, administrative or criminal penalties should be established for 
violations of State procedures for manufacturing, transferring or storing SALW.

For more information on licensing requirements and conditions, licensing and 
authorizing bodies, issuance of licenses and authorizations, suspension, review, 
renewal and revocation of licenses and authorizations, and the control over compliance 
with existing requirements see OSCE Best Practice Guide on National Controls over 
Manufacture of Small Arms and Light Weapons, 
http://www.osce.org/publications/fsc/2003/12/13550_30_en.pdf.

Source: OSCE Best Practice Guide on National Controls over Manufacture of Small Arms and 
Light Weapons, pp.8-9, http://www.osce.org/publications/fsc/2003/12/13550_30_en.pdf

Box 4: Legal basis and penal regime—OSCE Best Practice
Governments that have not already done so should adopt laws and regulations on 
marking and record-keeping of SALW consistent with their legal systems. The provisions 
of concern should provide for obligations, prohibitions and punishment of offences. 
They should cover all aspects that would promote the concept of traceability.

Governments should consider adopting and implementing legislative and other 
measures consistent with their constitutional and legal systems to establish as penal 
offences the following intentionally committed acts:

Manufacturing of and trade in unmarked SALW.
Falsifi cation, illegal removal or alteration of SALW markings that render the 
weapon unique.
Failure to register SALW.
Any form of falsifi cation of SALW record-keeping.

Source: Adapted from: OSCE Best Practice Guide on Marking, Record-keeping and Traceability 
of Small Arms and Light Weapons, p.10, http://www.osce.org/publications/fsc/2003/12/13550_
31_en.pdf
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Annex II: Selected countries and their 
procedures and regulations as regards 
marking and tracing of  SALW
Country Obligation 

to mark all 
SALW in 
production,
consistent 
with 
emerging 
international
standards

Other 
requirements 
for marking

(I = all 
imported arms 
must be 
marked. 
I2= Secondary 
marking
at import 
E = exported 
arms must be 
marked 
R = all 
registered
civilian arms 
must be 
marked)

Measures 
to tackle 
unmarked or 
inadequately
marked arms 

(C= 
Criminalization 
of possession 
and/or
removal of 
marking; 
M= Marking; 
D = Destruction)

Detailed 
records kept 
on holdings, 
transactions
and transfers 
of SALW

Cooperation 
in tracing

(A = actively 
cooperates in 
tracing; 
B = has 
expressed 
willingness
to cooperate)

Armenia Some I, E, R C, D Yes B

Australia Yes I M, D Yes A

Belarus No I No Yes B

Botswana No I, E M or D
No (unreliable 
and not 
computerized)

A

Canada Yes (new 
legislation) I, E M Yes A

Colombia No No No A

Ecuador D Yes A

Estonia Yes No Yes Yes A

France Yes No D Yes

Germany
Yes (some 
secondary 
marking)

I, I2, E, R Yes

Ghana I M, D Yes B

Indonesia Some I

Kenya No No

Macedonia (Law planned  
for revision) I M, D Yes A
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Nicaragua

Only 
requirements 
are for military 
arms to be 
marked

I M, D Yes A

Pakistan Yes R C Yes

Singapore Yes Yes Yes Yes No

Solomon 
Islands No I, R M A

South Africa Yes I C,D Yes A

Sri Lanka Yes

Tonga R M

Trinidad and 
Tobago

I No Yes A

USA Yes I M, D A

Venezuela No No Yes A

Source: Table adapted by author from Section Global overview of international co-operation 
and assistance, in: REVIEWING ACTION ON SMALL ARMS 2006. Assessing the fi rst fi ve years 
of the UN programme of Action, by Biting the Bullet, pp.33-84, 
http://www.iansa.org/un/review2006/redbook2006/index.htm
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Annex IV: Marking and tracing 
procedures of  SALW in Germany
There are a number of elements in the German system on marking, record-
keeping and tracing SALW that refl ect best practices on the international 
level. The example of Germany can therefore be used as a case study that could 
illustrate what options exist as regards procedures, laws and techniques for marking, 
record-keeping and tracing, and that could highlight strengths and weaknesses in 
already existing procedures.

Marking requirements 

Provisions establishing obligations to mark war weapons are contained in section 
12 (7) (3) of the War Weapons Control Act in conjunction with section 13 of the 
Second Ordinance Implementing the War Weapons Control Act. No exceptions 
are allowed from the obligation to mark war weapons. 
The marking of fi rearms by industry is governed by section 24 (1) through (5) 
of the Weapons Act. Arms manufacturers and arms dealers are under an 
obligation to warrant that every fi rearm produced, to be used, sold or 
imported in the area of application of the Weapons Act is duly, and 
uniquely, marked with a sign containing data on:

• The type of ammunition or—if no ammunition is used—the type of 
projectiles.

• A serial number.

If unmarked weapons are found, the competent authorities, as a rule, submit them to 
destruction, unless they constitute evidence in a criminal case under investigation or 
pending a fi nal ruling, or are retained in order to be used for e.g. educational purposes 
of federal or state police forces. Manufacture of unmarked or inadequately 
marked SALW constitutes an administrative offence pursuant to section 53 
(1) (9) of the Weapons Act.

In Germany, all war weapons as well as fi rearms and their main 
components that are commercially produced in, imported or otherwise 
transferred into Germany must be marked with a unique sign of the 
producer or the importer. The mark must be readily recognizable and of a 
permanent nature to identify the producer or importer. 
This mark must include a stylized eagle to denote Germany as country 
of manufacture or import. 
Markings on SALW must also include a serial number. 
To increase the transparency in marking SALW, Germany has begun to introduce 
the stamp “DE” as a central identifi cation code.
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Violations of the obligation to appropriately mark fi rearms, or to 
ensure that such markings exist before ceding fi rearms, are punishable as an 
administrative offence with a fi ne of up to 10,000 EUR. 

Marking methods

Marking methods vary depending on the material to be marked and requirements 
of end-users. One method of marking SALW increasingly used by manufacturers 
is that of laser marking. Benefi ts of laser markings include:

• The advantage of laser marking is that it is a fl exible and economically 
effi cient method to mark metals and plastics in even hard to 
reach places. 

• Marking lasers and their operating software can be easily integrated 
into SALW production systems. 

• Laser marking and engraving machines can also be used to mark 
weapons after their production.

1. Markings on German SALW

1.1 German Federal Armed Forces
Each weapon of the Federal Armed Forces is unambiguously marked and bears 
the following information: manufacturer, weapon type, caliber, month and year of 
delivery ex works, serial number, proof fi ring stamp, possibly additional marks, such 
as maintenance information. The marks are applied in accordance with the standards 
of applicable technical manuals and are unique.

1.2 Federal Revenue Administration
In addition to the required data as described above (see 1.1 German Federal Armed 
Forces), weapons in use with the Federal Revenue Administration are permanently 
marked with the acronym “BZV.”

1.3 Federal and State Police Forces

SALW held by Federal and State Police Forces are, apart from the 
obligatory markings on fi rearms, marked with abbreviations identifying 
the relevant forces holding the weapons. 
Pursuant to section 6 (1) and (2) of the Proof Firing Act, as amended, a proof 
fi ring stamp as well as a property sign—e.g. “BMI” (signifying the Ministry of the 
Interior) indicating that the weapon is in use with the Federal Ministry of the 
Interior—are stamped or engraved on all arms used by federal authorities. 
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Arms belonging to the Federal Customs Administration, the Federal Police and the 
state police forces must bear a mark indentifying the owning agency. 
Arms of the state police forces are marked with a state-specifi c sign of ownership 
containing an abbreviation of the respective state and/or of the name of the 
institution. For example, the abbreviations “HB” and “Pol.Br.” designate weapons 
in use with the police force of the Freie Hansestadt Bremen, the smallest German 
federal state.

1.4 Civilian Possession of  Firearms
Possession of SALW considered as war weapons for private purposes is 
prohibited in Germany. The possession of fi rearms by civilians is regulated by 
the Weapons Act (Waffengesetz):

• Under this act, individuals and entities who possess fi rearms require a 
license for the possession of fi rearms (Waffenbesitzkarte) which lists 
each individual fi rearm and its markings in their possession. 

• Licenses may be obtained after an application to local police 
authorities. 

• License holders must notify authorities about any planned acquisition 
of weapons and provide information on the recipient of a fi rearm in 
cases of transfers in ownership. 

• Local police then inform the authorities in the area where the recipient 
of the weapon is located, who has to register the received weapon 
with the local police. 

2. Records on the manufacture, holding and transfer 
of  SALW under German jurisdiction

All license holders are obliged to keep the necessary documents for at 
least ten years in order to make on-site inspections of the supervising authorities 
possible. Such on-site inspections take place regularly and may be carried out as 
spot inspections. 
Recordkeeping in the federal back-up register of SALW maintained by the Federal 
Police is unlimited in time, thus warranting that police weaponry can be traced 
even after the life-time of the weapons. 
Additionally, each arms manufacturer is obliged to keep an arms 
manufacturing register (Waffenherstellungsbuch) and a register of the 
trade in arms (Waffenhandelsbuch). These registers contain information 
on:

• The production of arms. 
• The recipients of the arms. 
• The production numbers. 
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• The production signs (e.g. registered trademarks or the name of the 
manufacturer). 

Upon consultation of the registers, it is possible to determine whether a specifi c 
marked arm was manufactured by the company in question. 

Markings may differ according to clients’ wishes, but it is guaranteed that a later 
identifi cation is possible. 
As to non-military weapons, inspections take place once a year; they are 
carried out by the competent regional administrative authority.
Concerning war weapons, companies have to observe special reporting 
obligations by submitting bi-annual statements to the Federal Offi ce 
of Economics and Export Control (BAFA) on all registered transactions. 
Every second year the Offi ce carries out inspections based on these 
statements.

2.1 Record-keeping

2.1.1 Manufacturers and dealers

Manufacturers and dealers are obliged to maintain ‘arms books’. In cases of 
transfers, arms books must identify the name and address of a weapon’s recipient 
and, for war weapons, also the date of transfer and name and address of the 
transport agent. Information on a ceded weapon must be kept for at least ten 
years after the transfer of the weapon and regulations stipulate penalties for the 
falsifi cation of arms books. 
Many SALW manufacturers in Germany operate, for reasons of effi ciency, electronic 
in-house record-keeping systems for such books. This also allows manufacturers, 
when provided with a serial number of a weapon bearing their mark, to immediately 
identify the recipient of a weapon transferred from their facilities. 
Copies of pages in war weapons books identifying, inter alia, the origin or recipient 
of SALW considered as war weapons must be submitted, on a six monthly basis, 
to the Federal Offi ce of Economics and Export Control (BAFA), which carries 
out regular on-site inspections every second year, and may carry out challenge 
inspections. Books on the manufacture and transfer of other SALW must be 
submitted, upon request, to the police. Regional administrative authorities carry 
out on-site inspections once a year to verify the information contained in these 
books. 

2.1.2 Federal and State Armed Agencies

Federal armed agencies register the weapons in their possession separately:

• The Federal Armed Forces register information on SALW under their 
authority in either electronic or paper-based format on a variety of 
organisational levels.

• SALW held by customs are registered in a central electronic register 
maintained by the Federal Revenue Administration. 



Notes 

MAT 07B01    Annex 48



   

MAT 07B01    Annex 4 9

Marking and Tracing of  Small Arms and Light Weapons (SALW)

• SALW held by the Federal Border Police and by the Federal Criminal 
Police Offi ce are also registered in central electronic registers maintained 
by these agencies. 

These registers have been adapted to the need of the specifi c agencies and 
allow for the complete tracing of the movements of a weapon from its point of 
acquisition by the relevant agency till its sale or transfer to another end-user, its 
destruction, or disappearance through loss or theft. 

• The requirements for the maintenance of central electronic registers 
differ according to the number of registered weapons and to the 
changes in possession that must be recorded. 

• One of these registers contains some 20,000 SALW and is maintained 
and updated by one person working in a full-time position. 

• Information in these registers is kept indefi nitely which allows for the 
tracing of a weapon in the records even decades after a weapon had 
been transferred by the relevant agency. 

Legislation

As lawmaking in the fi eld of war weaponry is a matter of exclusive federal 
legislation, the federal states (Länder) have the right to legislate in matters 
concerning SALW not designed as war weapons only to the extent the Federal 
Republic has refrained from legislating on the federal level; Article 74 (1) (4a) of 
the Basic Law.
After the entry into force, on 1 April 2003, of the most recent amendment to the 
Weapons Act, the federal states will practically only retain the right to legislate 
on state police SALW issues and on the administration of non-military SALW 
recordkeeping, where a parallel system applies with a federal back-up register of 
SALW maintained by the Federal Police and local registers on non-military SALW 
ownership.
Refl ecting the federal structure of Germany, police forces of Germany’s federal 
states (Länder) maintain their own record-keeping systems for SALW held by 
them. The record-keeping systems differ from state to state and often information 
on weapons is registered locally. Due to pressures to enhance effi ciency, State 
Police Forces increasingly opt for specialised software for SALW registers in local 
stations and work towards the centralisation of these local-level registers within 
their state. 

• It is up to local police forces to determine whether to opt for electronic 
record-keeping systems. Where electronic registers exist, they tend to 
be localised and do not allow for electronic transfer of data on civilian-
held fi rearms between local police authorities. 

3. Transfers
In case of the retransfer of SALW that have previously been imported, the original 
exporting state is, as a rule, notifi ed before the retransfer of the weapons. 
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A standardized procedure is observed in relation to States participating in the 
Wassenaar Arrangement; authenticated end-user certifi cates are used.

4. Tracing
Generally speaking, illicit SALW are traced by the Federal and State Police and the 
Federal Armed Forces, as a rule, initiated by a so-called tracing request forwarded 
by Interpol to the country of manufacture. 
In Germany, all measures to trace illegal SALW are taken by the Federal Criminal 
Police Bureau. 
If a tracing request is received by the Bureau due to indications that the weapon 
in question appears to be manufactured in Germany without carrying a federal or 
state authority marking, investigations do not only address the manufacturer, but 
even the Federal Ministry of Economics and Technology as licensing authority and 
the Federal Agency for Economics and Export Controls as control authority. 
If the tracing request clearly indicates that the weapon in question carries a federal 
or state authority marking, the military or police registers will be consulted.

SALW held and issued by State authorities can be traced by referring the marking to 
registers kept:

By the Federal Armed Forces. 
The federal back-up register of SALW maintained by the Federal Police. 
The central weapons register of the Federal Revenue Administration, as the case 
may be. 

5. Cooperation on Tracing

Federal Armed Forces

The Federal Armed Forces have established an effective system of cooperation 
with the Federal Criminal Police Bureau—and, if necessary, via the Bureau with 
Interpol—when it comes to investigating theft of SALW occurring in the Federal 
Armed Forces. 
During Peace Support Operations (PSO) the Federal Armed Forces are closely in 
cooperation with local authorities and/or international (i.e. UN) police forces in 
tracing illicit SALW.

Federal and State Police Forces

The process of tracing illicit SALW is, as a rule, initiated by a so-called tracing 
request forwarded by Interpol to the country of manufacture.
In Germany, all measures to trace illegal SALW are taken by the Federal Criminal 
Police Bureau. 
If a tracing request is received by the Bureau due to indications that the 
weapon in question appears to be manufactured in Germany without carrying 
a federal or state authority marking, investigations do not only address the 
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manufacturer (see 2. Records on the manufacture, holding and transfer of 
SALW under German jurisdiction), but even the Federal Ministry of Economics 
and Technology as licensing authority and the Federal Offi ce of Economics and 
Export Control (BAFA) as control authority. 
If the tracing request clearly indicates that the weapon in question carries a 
federal or state authority marking, the registers enumerated (see 3. Tracing 
above) will be consulted.

Federal Customs Administration

The customs authorities address all requests concerning identifi cation of sale 
channels of illicit SALW to the Federal Criminal Police Bureau.

6. Brief  analysis of  strengths and shortcomings of  
the German system for tracing SALW36 

Tracing requests 
concerning 
Germany as 
presumed 
country of 

manufacture of 
a SALW that was 

subsequently 
diverted into 

the illicit trade 
are usually 

made through 
Interpol.

In Germany, the 
Federal Criminal 
Police Bureau 
handles these 

requests.

Based on an 
analysis of the 

markings on the 
weapon, it is 

decided which 
of the various 
registers on 

SALW existing in 
Germany need 

to be consulted.

For 
commercially-
traded SALW 

considered to be 
war weapons, 

usually the 
records held by 
manufacturers 
and dealers are 

consulted.
These registers 

can identify 
whether 

the weapon 
was indeed 

manufactured 
by the contacted 

manufacturer, 
and where the 
weapon was 

transferred to.

When the 
markings 

indicate that 
the weapon 

was previously 
owned by 

the Federal 
Armed Forces, 

the Federal 
Armed Forces 

Military Police is 
contacted. The 
Military Police 
then consults 
the registers 

held within the 
Federal Armed 

Forces.

When markings 
of a weapon 
indicate that 
they were 

previously held 
with Federal 

or State Police 
or Customs 

Agencies, it is 
these agencies 
which trace the 
weapon in their 
internal records. 

36 Information for this sub-section derives from: “FEASIBILITY OF A SALW TRACING AGENCY IN GERMANY, Briefi ng 
on the SALW tracing system in the Federal Republic of Germany and scope for possible improvements”, by Holger 
Anders
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Strengths

There are several elements in the German system on marking, record-
keeping and tracing SALW that refl ect best practices on the international 
level. Regarding the marking of SALW, best practices include:

An obligation expressed in national law that every SALW produced or transferred 
into Germany must have permanent and easily recognisable markings that identify 
the manufacturer or importer as well as the weapon’s unique identifi er. 
The obligation to apply additional markings to SALW held by security forces 
to identify the relevant holder such as the military or federal and state police 
forces. 
Facilities of agencies, such as the procurement offi ce for the Federal Customs 
Administration, that apply required additional post-production markings for 
weapons themselves. 

In relation to record-keeping systems, best practices include:

The obligation of manufacturers and dealers to maintain ‘arms books’. In these 
books the serial numbers and other marks of produced or held SALW, and in cases 
of transfers, their recipient, are registered.
For transfers of SALW considered as weapons of war in Germany, arms books 
must also identify involved transport agents. For reasons of effi ciency, several 
SALW manufacturers keep arms books in electronic format. 
Arms books for war weapons must regularly be submitted to the Federal Offi ce 
for Economics and Export Control. 
There are regular on-site inspections to verify information contained in these 
arms books by this offi ce. Regular on-site inspections at facilities of manufacturers 
and dealers in SALW falling under the Weapons Act are carried out by regional 
administrative authorities.

SALW held by civilians must be registered with local police, and security forces are 
obliged to maintain complete record-keeping systems on SALW held by them. Best 
practice here includes:

Centralized and electronic registers kept by the Federal Customs Administration and 
the Federal Border Police for the weapons held by these agencies respectively. 
These registers, similar to the electronic arms books kept by certain manufacturers, 
allow for the immediate identifi cation of a weapon’s path and destination while 
under the agency’s responsibility.

Shortcomings

The absence of one national agency centralising information on SALW falling 
under Germany’s jurisdiction as well as those entering or leaving its jurisdiction. 
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Record-keeping systems for security forces are fragmented between the individual 
agencies and are in certain cases maintained in paper form or as electronic 
systems that are not interconnected. 
There is also no centralization of information on the paths of civilian-held weapons 
and manufacturers and dealers are not obliged to regularly submit weapons falling 
under the Weapons Act to authorities’ arms books on SALW. 

• The path of an individual SALW while under Germany’s jurisdiction 
and its destination must be pieced together from several sources. This 
takes time and may hinder the reliable tracing of an illicit weapon. 

There are no systematic inspections of cross-border SALW transfers. Customs 
usually can only control a small portion of the goods entering or leaving a state’s 
jurisdiction. When transfers, including imports, are checked by customs, these 
controls usually limit itself to checking shipping documents. There is therefore 
no inspection of quantities and markings in a SALW transfer and their verifi cation 
against recorded information in these documents. There are also no systematic 
post-delivery inspections to verify that imported weapons are still in the possession 
of the authorised dealers or agencies37. 

Recommendations
The federal government should ensure that all of the agencies under its authority 
establish and centralize electronic record-keeping systems on SALW held 
by the individual agencies. For reasons of effi ciency, it might be desirable to 
integrate these separate registers under the authority of one single agency. The 
federal government should also encourage the governments of the individual 
federal states to upgrade registers on SALW held by the State Police Forces. 
The introduction of one central electronic register on civilian-held SALW, 
or, at a minimum, the establishment of such registers on the level of states of the 
Federal Republic of Germany should equally be encouraged. 
Manufacturers and dealers of SALW should be required to keep and regularly 
submit arms books on both SALW considered to be weapons of war and 
those not considered as such to relevant authorities in electronic format. 
The Federal Offi ce for Economics and Export Control should correspondingly be 
equipped with the technical means to receive and store submitted information 
electronically. The arms books on the trade in SALW not considered as weapons 
of war should be extended to include information on transport agents involved in 
a transfer.
The creation of one specialized national agency could considerably 
contribute to streamlining the fragmented tracing mechanisms currently employed 
in Germany, free up resources in those agencies currently undertaking relevant 
control functions and lead to an overall reduction of costs for maintaining the 
present national tracing system. The specialized agency should be mandated to, 
among other tasks, centralize SALW record-keeping systems. For the purposes of 
tracing illicit SALW, the most effi cient measure is the establishment of one electronic 
register that records the history of each SALW under Germany’s jurisdiction. This 

37 FEASIBILITY OF A SALW TRACING AGENCY IN GERMANY, Briefi ng on the SALW tracing system in the Federal 
Republic of Germany and scope for possible improvements, by Holger Anders
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would mean a register that integrates the record-keeping systems on SALW held 
by the security forces with those on civilian-held weapons and the arms books 
maintained by manufacturers and dealers. Such a register, if adequately set up, 
can ensure commercial confi dentiality of submitted information and the protection 
of personal data. 

Sources: National Report on the Implementation of the United Nations Programme of Action 
to Prevent, Combat and Eradicate the Illicit Trade in Small Arms and Light Weapons in All Its 
Aspects, Federal Republic of Germany, Berlin, April 15, 2007, http://www.auswaertiges-amt.
de/diplo/de/Aussenpolitik/Abruestung/Downloads/KleineLeichteWaffen-Dt-Antwort-25Apr07.
pdf. FEASIBILITY OF A SALW TRACING AGENCY IN GERMANY, Briefi ng on the SALW tracing 
system in the Federal Republic of Germany and scope for possible improvements, by Holger 
Anders
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Annex V: Marking and tracing 
procedures of  ammunition in 
Germany 
1. Record-keeping of  ammunition
1.1 Ammunition stockpiles under the responsibility of  the MoD

Ammunition is verifi ed during its entire lifetime so that it can be traced from 
leaving the factory to use or disposal. This verifi cation features an IT-based 
procedure, manually-processed balance cards in the depots, and verifi cation of 
use in ammunition and explo sives logs. 
These procedures are audited every three years in accordance with paragraph 78 
of the Federal Budget Ordinance. 
The staff of the ammunition administration is spe cially trained in handling 
ammunition.

1.2 Ammunition stockpiles under the responsibility of  the Ministry of  the 
Interior

Ammunition is verifi ed during its entire lifetime so that it can be traced from 
leaving the factory to use or disposal. This verifi cation features manually-processed 
balance cards in the depots and verifi cation of use in ammunition and explosives 
logs. Verifi cation is also partly based on an IT-based procedure which is uniformly 
governed by regulations. 
Stocks are checked at least annually, and the verifi cation procedure is audited every 
three years in accordance with paragraph 78 of the Federal Budget Ordinance. 
The staff of the ammunition administration is specially trained in handling 
ammunition.

1.3 Ammunition stockpiles under the responsibility of  the Federal Ministry 
of  Finance

Ammunition is administered by the Customs Procurement Branch and the body 
which reports ammunition requirements, aided by their respective gunnery 
instructors. 
The Cus toms Procurement Branch collects the applications of the individual 
bodies, assesses their plausibility and places the order. Small reserves are again 
provided for where necessary. 
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The Procurement Branch commissions the supplier to deliver the ammuni tion to 
the relevant bodies directly, and ensures that the order is processed in accordance 
with regulations. 
The reserves are stored in the depots of the suppliers or the Procurement Branch 
and distributed as special resources if necessary.
Each body which reports requirements supervises the delivery of ammunition 
for its fi eld of activity. It organizes and oversees the appropriate transfer of 
ammunition to its subor dinate bodies:

• The gunnery instructors administer ammunition stocks within their 
respective bodies by keeping records of all ammunition issued to 
persons carrying fi re arms or used for training purposes. 

• Ammunition used by the Federal Customs Administra tion is usually 
tailor-made, and carries an exclusive serial number or brand. This 
ensures that the ammunition is allocated only to Federal Customs 
Administration and certain bodies within it. 

2. Cooperation

2.1 Bilateral cooperation in the fi eld of  ammunition administration and 
storage

Responsibility for storing, administrating and controlling access to ammunition 
stock piles lies with the state concerned, as does the responsibility for ascertaining 
demand and identi fying and reducing any stocks in surplus. All cooperation 
and support is thus aimed at enabling these states to solve matters of 
substance and related problems themselves. Germany’s bilateral efforts 
are thus rooted in the principle of “helping others to help themselves.” 
However, there may be isolated cases—notably where the civil population or 
the environment is seriously endangered—where immediate and direct action is 
needed to prevent an escalation or to reduce damage. In such cases and upon 
request, Germany is prepared to consider support of this kind.
The level of risk may vary greatly depending on the quantity, age and 
type of ammunition involved, as well as on how it is stored. The extent 
and type of support needed is determined by this level of risk, together 
with the capabilities of the state concerned and, in some cases, of the 
third-party support provided. The type of risks to people and the environment 
which arise from large-caliber ammunition are primarily the result of shortcomings 
in ammunition safety. The same applies to other explosive materials, whereby the 
risks of unauthorized access, inappropriate use and illicit trade also come into 
play. The dangers posed by small-caliber ammunition with regard to safety and 
operation and the related risk of damage to the environment are more limited; the 
greatest dangers arise from unauthorized access and uncontrolled proliferation. 
Every German action thus begins with a comprehensive and basic 
assessment of the level of risk in the location in question. The primary 
aim is then to build on the individual efforts of the state concerned.
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2.2 Multilateral efforts in the fi eld of  ammunition administration and 
storage

Multilateral efforts with regard to the administration and security of public 
ammunition stockpiles seek to create international framework conditions enabling 
and promoting effective action to improve ammunition administration and storage 
and to reduce ammunition stockpiles. 
The ultimate aim is to counter the related danger of illegal transfer.

2.2.1 Forms of  multilateral action

OSCE participating states have taken up the issue of stockpiling conventional 
ammuni tion with a view to signifi cantly improving the current situation by means 
of a set of measures and through international cooperation. Germany’s efforts 
within the OSCE apply particularly to the drawing up of best practice 
guidelines. These should give all participating states access to the knowledge 
and experience already gathered in the OSCE area with regard to certain issues of 
stockpiling conventional ammunition, help ing them to overcome their ammunition 
problems. Germany took a leading role in drawing up two sets of guidelines for the 
topics “transporting conventional ammunitions by land” and “marking, record-
keeping and traceability of conventional ammunition”. The guidelines 
are not intended to and cannot replace the legal provisions on ammunition already 
in force in many OSCE participating states. However, they can help decision-
makers to review and, where necessary, refi ne existing national 
provisions, or to introduce such provisions for the fi rst time.

Source: Problems arising from the accumulation of conventional ammunition stockpiles in 
surplus, German Reply to the request for a statement by the Secretary-General of the United 
Nations, Berlin, 2 April 2007
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 Annex VI: Tracing process of  a 
recovered weapon

Assault Rifl e Model R2D2 Recovered
by Country A National Police

Country A National Police

Is the Weapon  Registered in Country A

Find Registered Owner
Trace Weapon

Take Legal Action as
Necessary

INTERPOL
Tracing 
Request

Country C
National Police

Country B
National Police

Broker

Country C
Transit Country

Country B
Manufacturer

No

Yes

Tracing action at national level

International tracing & information fl ow
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Annex VII: From producer to 
consumer

Country A:
MANUFACTURER

Country A:
Security Forces

Broker

Country C:
TRANSIT COUNTRY

Country B:
PURCHASER

Country A:
MANUFACTURER

Private Owners

Armed Groups/Criminals

Legal Arms Transfer

Diversion of Theft
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